Module 5 – Overview of Network Services
Module overview

Single Diagram

Diagram 1, Tabular 

Upon Completion of this module, the student will be able to perform tasks relating to:

 - Network Services

 - Remote Administration and Access Services

 - Directory Services

 - Other NOS Services

Module 5.1: Network Services

Section 5.1.1: An Introduction to Network/NOS Services

Single Diagram

Diagram 1, Tabular

TCP/IP - Based Services

Description - Matches Services with their TCP/IP Protocols

World Wide Web Serve - HTTP

File Transfer - FTP,TFTP

File Sharing - NFS

Internet Mail - SMTP, POP3, IMAP

Remote Administration - Telnet

Directory Services (Internet) - DNS, LDAP

Automatic Network Address Configuration - DHCP

Network Administration - SNMP

Module 5.2: Remote Administration and Access Services

Section 5.2.1: What is Remote Access?

Single Diagram

Diagram 1, Relational

Remote Access

Description - A central service provider cloud is linked to two separate business branches, a home, and a travelling employee. The service provider provides full and part time connectivity to the branches and temporary connectivity to home and the travelling employee.
Section 5.2.2: Telecommuting
Single Diagram
Diagram 1, Relational

Telecommuting

Description - Displays a single server with four modems connected, each modem provides services to a remote client

Text - "Dialup access to multiple clients can be provided through the use of a 'Modem Bank'".

Section 5.2.3: Mobile Users

Single Diagram

Diagram 1, Relational

Mobile Users

Description - A corporate LAN is displayed incorporating three user workstations, a server, and a modem. This modem connects to a remote user's modem  - providing remote user with access to the corporate LAN.
Text - "A mobile user can dial in to the company LAN and access data on the desktop"

Section 5.2.4: Terminal Emulation Services

Single Diagram

Diagram 1, Screenshot

Using Terminal Emulation

Description - Displays a Windows desktop with two windows opened, The first is the 'Telnet Ultraman', the second is the open Telnet session which accesses a Microsoft Telnet Server (Displays a directory listing of the C:\ drive).

Section 5.2.5: Telnet Services

Two Diagrams

Diagram 1, Relational/Screenshot

Remote User Accessing a Server Via Telnet

Description - A remote user is connected to a company server, The remote users workstation displays a screenshot (CLI). File and Directory permissions, names, sizes, dates, and types are displayed.

Diagram 2, Screenshot

Windows 2000 Telnet Server Administration

Description - Displays a single open window ('Telnet Server Administration'), Displays the operating system, its build, and five options available to the user

 - 0) Quit this application

 - 1) List the current users

 - 2) Terminate a user session … 

 - 3) Display / change registry settings …

 - 4) Start the service

Section 5.2.6: Configuring Remote Access For A Client

Nine Diagrams

Diagram 1, Screenshot

The /etc/ppp/chap-secrets File

Description - The sceenshot show a table which lists 'client', 'servers', 'secret', and 'IP addresses'. The server and IP Address information is hidden (i.e. displays only a '*' ) for security purposes.
Diagram 2, Screenshot

The /etc/ppp/pap-secrets File

Description - This screenshot displays the same information as for the 'chap-secrets' (Previous Diagram). This display however contains the 'pap' entries.  
Diagram 3, Screenshot

The ppp-on Script File

Description - Mostly Introduction and instruction text is shown, however the following parameters are shown.
 - TELEPHONE=555-1212

 - ACCOUNT=george

 - PASSWORD=gracie

 - LOCAL IP=0.0.0.0

 - REMOTE IP=0.0.0.0
 - NETMASK=255.255.255.0
Diagram 4, Screenshot,

The ppp-on-dialer Script

Description - Displays the following text

"Exec chat -v

   
TIMEOUT

3




\


ABORT

'\nBUSY\r'



\


ABORT

'\nNO ANSWER\r'


\

ABORT 

'\nRINGING\r\n\r\nRINGING\r'
\
 
' '


\aAT




\

'OK-+++\c-OK'
ATHO




\


TIMEOUT

30




\


OK


ATDT$TELPHONE


\


CONNECT

' '




\


ogin:--ogin

$ACCOUNT



\

assword:

$password




"
# not a Typo -  The 'L' in 'Login and the 'P' in 'Password' are intentionally omitted
Diagram 5, Screenshot

The KPPP Dialer

Description - Displays a single open window titled 'KPPP'. This window requests the following information - 'Connect to', Login ID', and 'Password'. The following options are also given - 'Quit', 'Setup', and '?' (Help).

Diagram 6, Screenshot

The KPPP Configuration

Description - A single widow is open titled ' KPPP Configuration'. The 'Accounts' tab is selected (other tabs include 'Device', 'Modem', 'Graph', 'Misc', and 'About'). The 'Accounts' tab displays the account setup details including the options 'Edit', 'New', 'Copy', 'Delete', 'Reset', and 'View Logs'.

Diagram 7, Screenshot

The New Account Dialog Box

Description - A single open window is displayed (this is the screen displayed if the 'New' option were to be selected form the previous diagram. This window displays various tabs including 'Dial', 'IP', 'Gateway', 'DNS', 'Login Script', 'Execute', and 'Accounting'. The 'Dial tab is selected and gives configuration settings for the dial setup including the 'Connection Name', 'Phone Number', and 'Authentication' (PAP/CHAP).
Diagram 8, Relational

ISDN Connection

Description - A complex diagram showing various networks and devices connected to a 'Customer ISDN interface'. This interface is connected to the ISDN central office via a subscriber loop with ISDN channel structure. The Central ISDN office is connected via 'pipes' to other databases, networks, services, other subscribers etc. 

Diagram 9, Relational

DSL and Cable Internet Connections.

Description - An internet cloud is connected to a Telephone company office, this office connects via modems to end users and networks via DSL modems.

Section 5.2.7: Controlling Remote Access Rights

Four Diagrams

Diagram 1, Screenshot

The /etc/hosts.allow File

Description - Displays a CLI screenshot, this is textually based and gives the names of the hosts which are allowed to access the local INET services.
Diagram 2, Screenshot

The /etc/hosts.deny File

Description - The same as the previous screenshot however the lists indicate those hosts which are 'NOT' allowed to access the local INET services.

Diagram 3, Screenshot

The /etc/xinetd.conf File

Description - Displays the simple configurations and defaults for xinetd. The following text is displayed.


" defaults


{



Instance

=
60



Log_type

=
SYSLOG authpriv



Log_on_success
=
HOST PID



Log_on_failure
=
HOST



Cps


=
25 30


}


"

Diagram 4, Screenshot

The /etc/xinetd.d directory

Description - a CLI screenshot, the directory contents of the xinetd.d directory are displayed using th'ls' command. The contents include the following:- Chargen, chargin-udp, daytime, daytime-udp, echo, echo-udp, finger, ntalk, rexec, rlogin, rsh, rsync, sgi_fam, talk, telnet, time, time-udp, and wu-ftpd.

Section 5.2.8: Remote Administration to a Linux System

Three Diagrams

Diagram 1, Screenshot,

The 'telnet' Command

Description - Displays a CLI screen. The following commands and the responses can be viewed. Following the text below is a directory listing including permissions, owner, application, and the last modified date.
"[root@dhcp-156-5 ect]# telnet localhost

 Trying 127.0.0.1…

 Connected to localhost.

 Escape character is '^]'.

 Red Hat Linux release 7.2 (Enigma)

 Kernal 2.4.7-10 on i686

 Login: rtalbot

 Password:

 Last login: Mon Sep 9 11:42:16 from 64.101.115.91

 [rtalbot@dchp-156-5 rtalbot]$ ls -l

 Total 48   "

Diagram 2, Screenshot
The SWAT Utility Page 

Description - Displays a single open window titled "Netscape Samba Web Administration Tool" (SWAT). This browser is displaying the site http://localhost:901/  this GUI shows options and information regarding samba.
Diagram 3, Screenshot

PuTTy Configuration Console

Description - Displays a single open window titled "PuTTy Configuration". This screen gives a category tree on the left, and shows the putty option settings on the right (Host name or IP address, Port, Protocol, and desired preferences on exit).
Module 5.3: Directory Services

Section 5.3.1: What is a Directory Service?

Three Diagrams

Diagram 1, Relational

The Directory Tree Structure

Description - Displays a circle titled "Root Objects" at the top of the screen and references the text "The root object  is the original ancestor of all objects in the tree". This circle is connected to two circles just below it (Titled Object 1 and Object 2). There are no further circles below Object 1 and text accompanies "Object 1 has no Children". Object 2 has two further circles just below itself (Object 2a and Object 2b). Object 2 is the parent of Object 2a and 2b, whereas 2a and 2b are termed the children of Object 2. The Root Objects do not have parent Objects.
Text - In a hierarchical tree, objects have parents and children.

Diagram 2, Relational

Distributed Directory Services

Description - Displays three devices, a LDAP Client workstation, a Directory Server, and a Distributed Directory Service. There is bi-directional communication between the LDAP Client and the Directory Server, likewise between the Dorectory Server and the Distributed Directory Service
Diagram 3, Screenshot

Using Directory Services

Description - Displays a single open window titled "Entire Network". Provides options for viewing the 'Microsoft Windows Network', or the 'Directory'. It also contains links to connection and network wizards. (Wizards are setup tools for common applications).   

Section 5.3.2: Directory Service Standards

Single Diagram

Diagram 1, Relational

A Typical Service Tree Structure

Description - A complex diagram is displayed. A Web browser using HTTP and HTTPS is connected to Web Servers, which in turn connect to LDAP Servers (Directory Servers). These LDAP Servers replicate data and communicate with the Centralised Administration via a Meta-Directory. A LDA PClie using LDAP Protocol also communicates direct;y with the LDAP Servers. A Non-LDAP Client is also shown using a 'Native Protocol', this communicates with Central Administration via a Non-LDAP Directory Server. 
Section 5.3.3: Windows 2000 Active Directory

Two Diagrams

Diagram 1, Relational

Windows 2000 Domains

Description - Displays two hierarchical trees, (Using triangles in stead of circles (Diagram 1, 5.3.1)). The first tree has three levels/layers, The Root has one Child, which itself has only one Child. The second tree also has three levels/layers, however the Root Object has two children. The first of these two children has no children of its own, the second child is a parent to two level/layer three children. Between the two root objects we have  what is termed "Two-way transitive trust". 
Text - "The Windows 2000 domain structure is a hierarchical tree"
Diagram 2, Screenshot

Active Directory Security

Description - Displays a single open window (arbitrarily titled) "Bob Dobbs Proporties". This window displays 15 tabs showing the options for Bob Dobbs. The 'Security' tab is selected, here an account may be added or removed along with setting the permissions for the account. Permissions shown include the option to allow or deny each of the following : Full control, Read, Write, Create all child objects, Delete all child objects, and Change Password.

# An option to edit/view the 'Advanced' options is also shown.  
Text - " Administrators control Active Directory object permissions."
Section 5.3.4: Network Information Services (NIS)

Two Diagrams

Diagram 1, Relational,

Linux NIS Topology

Description - Displays an NIS Server with three NIS Slaves. The first of these NIS Slaves connects to three NIS Clients, the second to none, and the third to a single NIS Client.
Text - "NIS Servers distribute directory responsibilites to slaves for increased performance and reliability"
Diagram 2, Screenshot

The Linuxconf Utility

Description - Displays a single open window titled "GNOME-Linuxconf". This window contains the Config/Networking  tree, along with the settings for basic host configuration. 
Module 5.3: Other NOS Services

Section 5.4.1: Mail

Two Diagrams

Diagram 1, Relational

Client Mail

Description - Displays two networks , each comprising a Client workstation, a mail server and a router, these routers are connected through the internet cloud.
Diagram 2, Activity

Common Mail Agents

Match the following protocols and applications with the correct agents
Protocols: Pine, IMAP, SMTP, Endora, Outlook, POP3, and Sendmail

Agents: - MTA (Mail Transfer Agent)

  - MUA (Mail User Agent)


  - MDA (Mail Delivery Agent)

Section 5.4.2: Printing

Single Diagram

Diagram 1, Screenshot

Managing Print Jobs In Windows 2000

Description - Displays a single open window titled "curdev on print-phoenix2".  This screen simply displays a printer queue with three jobs present. The first is currently printing and the other two are waiting. It is possible to cancel, pause and resume the print jobs from this location by selecting the job and then using the pop-up menu's.
Text - "Network print jobs are typically stacked in a FIFO queue, Administrators are sometimes needed to help manage these queues for larger networks."
Section 5.4.3: File Sharing

Single Diagram

Diagram 1, Screenshot

File Sharing in Windows 2000
Description - Displays two open windows titled "Main_domain" and "Workstation2" respectively. The Workstation2 window shows a number of folder icons for "Address Book","Incoming Files", "Shared Documents", "Printers", "Scheduled Tasks"….
Text - "Windows systems share files using the NetBIOS protocol, which can be carried by TCP/IP, IPX/SPX, or NetBEUI."
Section 5.4.4: FTP (File Transfer)

Two Diagrams

Diagram 1, Screenshot

FTP

Description - Displays a single open window titled "WS_FTP LE ftp.ipswitch.com. Information and directory listings are given side by side for the local System and the Remote system.
Diagram 2, Tabular

Common FTP Commands

Description - Matched  Command Syntax and their actions

Command: 'binary'

Action: Enable Binary transfer mode

Command: 'ascii'

Action: Enable ASCII transfer mode

Command: 'hash'

Action: Enable hash mark progress indicators

Command: 'lcd<local-directory.'

Action: Change local directory

Command: 'cd<remote-directory>'

Action: Change remote directory

Command: 'get<remote-file>'

Action: Download a file

Command: 'put<local-file>'

Action: Upload a file

Command: 'bye'

Action: Change remote directory
Section 5.4.5: Web Services

Three Diagrams

Diagram 1, Graph

Exponential Growth of the internet

Description - Displays a graph of the number of internet users (In 10's of Millions) from 1984 through 2002. Exceptional growth displayed in 1996 through 1998. There is continual growth.
The graph also indicates that the one million host milestone was achieved between 1993 and 1994.

Diagram 2, Screenshot

Internet Explorer

Description - Displays a screenshot of the 'Internet Explorer' web browser. The browser displays the HP homepage.
Diagram 3, Screenshot

Netscape Navigator

Description - Displays a screenshot of the 'Netscape Navigator' web browser. The browser displays the HP homepage.
Section 5.4.6: Intranet

Three Diagrams

Diagram 1, Relational

Intranets

Description - Displays a world map with networks and routers displayed at the population centres of the world. 

Text - " The internet spans the entire globe and encompasses many different private intranets. "
Diagram 2, Relational

Virtual Networking

Description - Displays a remote VPN client connected through a modem and a an ISP, which commumicates through an internet cloud to a second ISP, which in turn connects to a router and then to the VPN Server. The 'Virtual Tunnel' overlays these underlying devoices and provides communication between VPN Client and VPN Server.   
Text - " A VPN connection creates a tunnel through a public network such as the internet."
Diagram 3, Relational

Remote Access VPNs

Description - Displays two branch offices (A and B), each with their own network and routers. The two routers communicate through an internet cloud. 
Text - "A router-to-router VPN connects two branch offices."
Section 5.4.7: Extranet

Single Diagram

Diagram 1, Tabular

Different Types of Networks

Description - Matches Network Types with their Characteristics

Network Type: Internet

Characteristics: 
- Spans the entire globe




- Unrestricted public access

Network Type: Intranet

Characteristics: 
- Network hardware used to create boundaries and restrict access




- Access is only granted to members of that Intranet, typically within a 


  single organisation.

Network Type: Extranet

Characteristics: 
- Network hardware used to create boundaries and restrict access




- Access is only granted to members of that Extranet, including internal 


  and external members.

Section 5.4.8: Automating Tasks with Scripts Services

Single Diagram

Diagram 1, Tabular

Scripting Environments and Languages

Description - Matches Scripting environments with their languages
Environment: MS-DOS

Languages: 
- Batch scripts (*.bat)
Environment: Microsoft Windows Scripting Host (WSH)

Languages: 
- VBScript



- JScript

Environment: Linux, Unix
Languages: 
- Shell scripting

Environment: Server-Side Web Scripting

Languages: 
- PHP



- Perl



- ASP (VBScript)

Environment: Client-Side Web Scripting
Languages: 
- Javascript



- VBScript

Section 5.4.9: Domain Name Service

Two Diagrams

Diagram 1, Relational

Domain Name Service

Description - Displays two connected devices, a Client Workstation and a DNS Server. The Client Workstation has a text Balloon - "Can you give me the IP Address for computer Host A?" 
Diagram 2, Tabular

Keywords for the /etc/resolv.conf File

Description - Matches Keywords with their Values

Keyword: Nameserver

Value: IP address of your DNS name server. There should be only one entry per "nameserver" keyword. If there is more that one nameserver, you'll need to have multiple 'nameserver' lines.

Keyword: Domain

Value: The local domain name to be used by default. If the server is bigboy.my-sit.com, then the entry would just be my-site.com

Keyword: Search

Value: If you refer to another server just by its name without the domain added on, DNS on your clientn will append the server name to each domain in this list and do an nslookup on each to get the remote server's IP address. This is a handy time saving feature to have so that you can refer to servers in the same domain by only their server name without having to specify domain. The domains in this list must be separated by spaces.

Section 5.4.10: Dynamic Host Configuration Protocol (DHCP)

Single Diagram

Diagram 1, Screenshot

Configuring DHCP in Windows 2000

Description - Displays a single open window titled "Internet Protocol (TCP/IP) Proporties. The 'General' tab is selected. This display allows the user to select either IP and DNS Server manual entry or automatic detection. (This image has the automatic detections selected).
Text - " DHCP is enabled in Windows 2000 when its IP address is obtained automatically"
Section 5.4.11: Domains

Single Diagram

Diagram 1, Screenshot

Specifying the Domain in Windows 2000

Description - Displays a single open window titled "Identification Changes". A computers name, Domain and Workgroup can be set here. 

Text - "Windows 2000 computers can become members of a domain to gain access to its resources"
Summary

Single Diagram

No Relevant Information

