Module 9 – Basic Router Troubleshooting
Module overview 
Four Diagrams
Diagram 1, Tabular 

Basic Router Troubleshooting
After completing this chapter, students will be able to perform tasks relating to the following:
 - Examining the Routing Table
 - Network Testing
 - Troubleshooting Router Issues Overview

Diagram 2, Tabular

CCNA 640-801 Exam

This module will cover the following objectives for the CCNA 640-801 exam
Troubleshooting

•  Utilize the OSI model as a guide for systematic network troubleshooting
Technology

•  Troubleshoot a device as part of a working network
•  Perform simple LAN troubleshooting
•  Troubleshoot routing protocols
•  Troubleshoot IP addressing and host configuration
Diagram 3, Tabular

ICND 640-811 Exam

This module will cover the following objectives

Troubleshooting

•  Utilize the OSI model as a guide for systematic network troubleshooting
•  Troubleshoot a device as part of a working network

•  Perform LAN and VLAN troubleshooting

•  Troubleshoot routing protocols
•  Troubleshoot IP addressing and host configuration

Diagram 4, Tabular

INTRO 640-821 Exam

This module will cover the following objectives for the INTRO 640-821 exam:
Design and Support

•  Use a subset of Cisco IOS commands to analyse and report network problems

•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect connectivity to remote devices from the router console

Implementation and Operation

•  Use commands incorporated within IOS to analyse and report network problems
•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect connectivity to remote devices from the router console
Module 9.1 – Examining the Routing Table
Section 9.1.1: The ’show ip route’ Command 

Three Diagrams
Diagram 1, Screenshot
The ‘show ip route’ Command
Description – Displays a list of information codes follows by a list of the connected systems

“

RTA#show ip route

Codes: C-connected, S-Static, I-IGRP, R-RIP, M-mobile, B-BGP


  D-EIGRP, EX-EGRIP external, O-OSPF, IA-OSPF inter area


  N1-OSPF NSSA external type 1, N2-OSPF NSSA external type 2


  E1-OSPF external type 1, E2-OSPF external type 2, E-EGP

  i-IS-IS, L1-IS-IS level-1, L2-LS-LS level 2, ia-IS-IS inter area


  *-candidate default, U-per-user static route, o-ODR

  P-periodic download static route.

Gateway of last resort is not set

C
192.168.4.0/24 is directly connected, Ethernet0


10.0.0.0/16 is subnetted, 3 subnets

C
10.3.0.0 is directly connected, Serial0

C
10.4.0.0 is directly connected, Serial1

C
10.5.0.0 is directly connected, Ethernet1

“

Diagram 2, Listing

Static Routing Advantages and Disadvantages

Description – Lists the advantages and disadvantages of static routing

Advantages:

· Low processor overhead. Routers do not spend valuable cpu cycles calculating the best path. This requires less processing power and less memory (and therefore a less expensive router).

· No bandwidth utilisation. Routers do not take up bandwidth updating each other about static routes

· Secure operation. Static routing is more secure because the router is not advertising information about the network in a routing table. Routing updates can be intercepted and used to plan an attack against the network.

· Predictability. Static route allow the administrator to precisely control the path selection of a router. Dynamic routing sometimes yields unexpected results, even in small networks.

Disadvantages

· High maintenance configuration. Administrators must configure all static routes manually. Complex networks may require constant reconfiguration.

· No adaptability. Statically configured routes can not adapt to changes in link status.

Diagram 3, Listing

Dynamic Routing Advantages and Disadvantages

Advantages:

· High degree of adaptability. Routers can alert each other about links that are down or about a newly discovered path. Routers automatically “learn” the topology of a network and select optimum paths.

· Low maintenance configuration. After the basic parameters for a routing protocol are set correctly, administrative intervention is not required.

Disadvantages

· Increased processor overhead and memory utilisation. Dynamic routing processes can require significant amount of CPU time and system memory.

· High bandwidth utilisation. Routers use bandwidth to send and receive routing updates, which can detrimentally affect performance on slow WAN links.

Section 9.1.2: Determining the Gateway of Last Resort
Six Diagrams
Diagram 1, Relational
Error Reporting and Error Correction
Description  -  Displays two internet clouds populated by routers, the only connection between the separate clouds is via Router B, in the first cloud, and Router C in the second cloud. An  unspecified router in the first cloud has no entry for the destination network, it therefore sends to packet via the default route (To Router B). 
Text – “ Use a default route if the next hop is not explicitly listed in the routing table”

Diagram 2, Command Structure

Defines a Default Route

Description – Specifies the structure of the ‘ip default-network’ command. Displays the following command and description.

Router(config)#ip default-network {network number}

“ The ip default-network command defines a candidate default route”

Diagram 3, tabular

The ‘ip default-network’ Command 

Description – Matches an argument with its description

Argument: network-number

Description: The candidate default IP network or subnetwork number

Diagram 4, Relational/Screenshot

Default Route Example

Description – Displays two clouds, the first is autonomous ‘Company X’, the second is a public network. There is a single connection between the two. The address of the Public network connection is 192.167.17.0 (Public network router). The Company X network has the address 172.16.0.0, with a subnet mask of 255.255.255.0.

The following ‘Command/Response’ is also displayed.

“

Router(config)#router rip

Router(config-router)#network 172.16.0.0

Router(config-router)#network 192.168.17.0
Router(config-router)#exit
Router(config)#ip default-network 192.168.17.0
“

Diagram 5, relational/Command Structure

Configuring a Default Route

Description – Displays two routers connected using a serial link, The first router (RTY) is also connected to a remote office. The second router (RTZ), supports a corporate LAN. The address of the remote office is 172.24.2.0/24, The address of the S0/0 port on the RTY router is 172.16.1.1/30, and the address of the serial connection (S0/1) on the RTZ router is 192.16.1.2/30. The command “RTY(config)#ip route 0.0.0.0 0.0.0.0 172.16.1.2”, has been issued.

Text – “ If router RTY does not have the network in the routing table, it will sen the packet to 172.16.1.2.  
Diagram 6, Console Screenshot

Gateway of Last Resort

Description –  The following text screen is displayed
"

RTYA#show ip route

Codes: C-connected, S-static, I-IGRP, R-RIP,

             M-mobile, B-BGP, D-EIGRP,
             EX-EIGRP external, O-OSPF,
             IA_OSPF inter area,

             N1-OSPF NSSA external type 1,

             N2-OSPF NSSA external type 2,

             E1 – OSPF external type 1,

             E2 – OSPF external type 2, E-EGP, i-IS-IS,

             L1-IS-IS level-1, L2-IS-IS level-2,
             ia-IS-IS inter area, *-candidate default,

             U - Per-user static route, o-ODR

             P-periodic downloaded static route

            Gateway of last resort is 172.16.1.2 to network 0.0.0.0

172.16.0.0/30 is subnetted, 1 subnets

C
172.16.1.0/24 is directly connected, Serial0/0

172.24.0.0/24 is subnetted, 1 subnets

C
172.24.4.0 is directly connected, FastEthernet0/0
S*
0.0.0.0/0 [1/0] via 172.16.1.2 
“

Section 9.1.3: Determining Route Source and Destination
Two Diagrams
Diagram 1, Relational
Determining Route Source and Destination
Description – Displays two networks connected through a router populated internetwork cloud. There is the question of which router path to take as a packet traverses the cloud.
Text – “Layer 3 functions to find the best path through the internetwork”

Diagram 2, Relational/Textual

IP Routing Table

Description – Displays two routers and a single workstation. The workstation is connected to the first router and this router is serially connected to the second router. (Note # Both routers use their S0/0 ports for the router to router connection.)
Text – “ An IP routing table consists of destination network addresses and next hop pairs. A sample entry might indicate that to get to network 172.31.0.0, the packet should be sent out interface S0/0. IP routing specifies that IP packets travel through internetworks one hop at a time. At each stop, the next destination is calculated by matching the destination network address of the packet with an outgoing interface. If no match is found, the packet is sent to the default router.

Section 9.1.4: Determinig L2 and L3  Addresses
Single Diagram
Diagram 1, Complex Relational/Tabular
Determining the L2 and L3 Addresses
Description – Shows a series of tables giving IP/MAC, Source and Destination details of a packet as it traverses a network. 
Table 1: Packet at source

Source IP: A
and Source MAC: A

Destination IP: B and Destination MAC: A

Table 2: Step 1

Source IP: A
and Source MAC: 1

Destination IP: B and Destination MAC: 2

Table 3: Step 2

Source IP: A
and Source MAC: 2

Destination IP: B and Destination MAC: 3

Table 4: Step 3

Source IP: A
and Source MAC: 3

Destination IP: B and Destination MAC: B

Table 5: Destination

Source IP: A
and Source MAC: 3

Destination IP: B and Destination MAC: B

Notice that the Source and Destination IP addresses do not change as the packet traverses, it is the Source and Destination MAC addresses which are changed en route.

Text – “ At each interface, as the packet moves across the network, the routing table is examined and the router determines the next hop. The packet is then forwarded using the MAC address of the next hop. The IP source and Destination address do not change at any time. 

Section 9.1.5: Determining the Route Administrative Distance
Single Diagram

Diagram 1, Tabular
Default Administrative Distances
Description – Matches Protocols with their default administrative distance
Protocol: Connected

Default Administrative Distance: 0

Protocol: Static

Default Administrative Distance: 1

Protocol: EIGRP summary route

Default Administrative Distance: 5

Protocol: eBGP

Default Administrative Distance: 20

Protocol: EIGRP (internal)

Default Administrative Distance: 90

Protocol: IGRP

Default Administrative Distance: 100

Protocol: OSPF

Default Administrative Distance: 110

Protocol: IS-IS

Default Administrative Distance: 115

Protocol: RIP

Default Administrative Distance: 120

Protocol: EIGRP (external)

Default Administrative Distance: 170

Protocol: iBGP (external)

Default Administrative Distance: 200

Section 9.1.6: Determining The Route Metric
Three Diagrams
Diagram 1, Relational

Distance Metrics

Description – Displays two networks communicating over a router network. The router network comprises four routers connected in a diamond formation, on one side of the diamond the connections are both 56K, the second branch connections are both T1.
The following parameters are listed for consideration, Bandwidth, Delay, Load, Reliability, Hop Count, and Cost.

Text – “ Can an alternate route substitute for a failed route?”

Diagram 2, Tabular

Routing Metrics

Description -  Matches Metrics with their descriptions

Metric : Hop Count

Description: The number of routers which must be traversed to reach a destination. The path with the lowest hop count is preferred

Metric : Bandwidth

Description: The link speed. The path with the greatest bandwidth is preferred

Metric : Delay
Description: The amount of time it takes for a packet to travel a link. The path with the least delay is preferred.
Metric : Load
Description: The amount of activity on a link. On Cisco routers the value can typically range between 1 and 255, where 1 represents a link with the least load and 255 representing a link with the most load. Path with the smallest load are preferred. highest reliabilityest hop count is preferred”

Metric : Reliability
Description: The error rate on a link. On Cisco routers the value can typically range between 1 and 255, where 1 represents a link with 255 representing a link with the highest reliability, Paths with the greatest reliability are preferred.
Metric : Cost
Description: An administratively defined metric. Least-cost paths are preferred.
Diagram 3, Metric Components

Routing Metrics

List four key component metrics – Internetwork Delay, Bandwidth, Reliability, and Load.

Section 9.1.7: Determining the Route Next Hop
Two Diagrams
Diagram 1, Screenshot/Textual
The ‘show ip route’ Command output
Description – Displays the following Console text and description.
“

rtl#show ip route

Codes: C-connected, S-static, I-IGRP, R-RIP, M-mobile, B-BGP, 

             D-EIGRP, EX-EIGRP external, O-OSPF, IA_OSPF inter area,

             N1-OSPF NSSA external type 1, N2-OSPF NSSA external type 2,

             E1 – OSPF external type 1, E2 – OSPF external type 2, E-EGP, 

             i-IS-IS, L1-IS-IS level-1, L2-IS-IS level-2, ia-IS-IS inter area, 

             *-candidate default, U - Per-user static route, o-ODR

             P-periodic downloaded static route

            Gateway of last resort is not set

R 
200.200.200.0/24 [120/1] via 192.168.10.2, 00:00:14, Serial0/0

C
192.168.10.0/24 is directly connected, Serial0/0

C
192.168.0.0/24 is directly connected, Loopback0
rtl#show ip route 200.200.200.0

Routing entry for 200.200.200.0  
Known via “rip”, distance 120, metric 1

Redistributing via rip

Last update from 192.168.10.2 on Serial0/0, 00:00:11 ago

Routing descriptor blocks:

*
192.168.10.2, from 192.168.10.2, 00:00:11 ago, via Serial0/0


Route metric is 1, traffic share cont is 1
“

Note # Next hops are highlighted in Italics in this output from the show ip route command.

Diagram 2, Screenshot

IP Routing Table
Description – Displays a workstation and two routers, Router A and Router B are connected to each other (Both are using their respective S0/0 port). The Workstation is connected to router A (Router A using it's Fa0/0 port for this connection).

Animation - Two tables are displayed during animation, these are matching The destination network with the interface (Next Hop). Table 1 (below ) refers to Router A, similarly Table 2 refers to Router B.  

Table 1:

Destination Network: 172.19.0.0,
Interface:  -- 

Destination Network: 192.168.1.0, Interface:  -- 

Destination Network: 10.0.0.0, Interface: Fa0/0   
Table 2:

Destination Network: 172.16.0.0,
Interface: S0/0 

Destination Network: 172.18.0.0, Interface:  -- 

Destination Network: 192.168.24.0, Interface: S0/0

Destination Network: Default Router, Interface: S0/1

A message is sent from the workstation to address 172.16.23.12, this message travels to Router A, and is forwarded to Router B. This address is not recognised by Router B so the message is sent Via S0/1 (The Default Router). 

Text - " An IP routing table consists of destination network addresses and next hop pairs. A  sample entry might indicate that to get to network 172.31.0.0, the packet should be sent out interface S0/0. IP routing specifies that IP datatgrams travel through internetworks one hop at a time. At each stop, the next destination is calculated by matching the destination network address of the datagram with an outgoing interface. If no match is found the datagram is sent to the default router.  
Section 9.1.8: Determining the Last Routing Update
Three Diagrams

Diagram 1, Screenshot/Textual

The ‘show ip route’ Command

Description – Displays the Following screenshot text
"

rtl#show ip route

Codes: C-connected, S-static, I-IGRP, R-RIP, M-mobile, B-BGP, 

             D-EIGRP, EX-EIGRP external, O-OSPF, IA_OSPF inter area,

             N1-OSPF NSSA external type 1, N2-OSPF NSSA external type 2,

             E1 – OSPF external type 1, E2 – OSPF external type 2, E-EGP, 

             i-IS-IS, L1-IS-IS level-1, L2-IS-IS level-2, ia-IS-IS inter area, 

             *-candidate default, U - Per-user static route, o-ODR

             P-periodic downloaded static route

            Gateway of last resort is not set

R 
200.200.200.0/24 [120/1] via 192.168.10.2, 00:00:14, Serial0/0

C
192.168.10.0/24 is directly connected, Serial0/0

C
192.168.0.0/24 is directly connected, Loopback0

rtl#show ip route 200.200.200.0

Routing entry for 200.200.200.0/24  
Known via “rip”, distance 120, metric 1

Redistributing via rip

Last update from 192.168.10.2 on Serial0/0, 00:00:11 ago

Routing descriptor blocks:

*
192.168.10.2, from 192.168.10.2, 00:00:11 ago, Via Serial0/0


Route metric is 1, traffic share count is 1
“

Diagram 2, Screenshot

The ‘show ip protocols’ Command Output

Description – Displays the following screenshot text
"

Rtl#show ip protocols

Routing protocol is "rip"

   
Sending updates every 30 seconds, next due in 9 seconds


Invalid after 180 seconds, hold down 180, flushed after 240


Outgoing update filter list for all interfaces is

Incoming update filter list for all interfaces is

Redistributing: rip


Default version control: send version 1, receive any version


Interface 
Send
Recv
Triggered
RIP
Key-Chain


Serial0/0
1     1  2


Loopback0
1     1  2

Routing for networks:


192.168.0.0


192.168.10.0

Routing Information Sources:


Gateway

Distance
Last Update


192.168.10.2

120

00:00:03

Distance: (default is 120)

"

Diagram 3, Screenshot/Textual

The ‘show ip rip database’ Command Output

Description: - Displays the following screenshot text

"

rtl#show ip rip database

192.168.0.0/24 auto-summary

192.168.0.0/24 directly connected, Loopback0

192.168.10.0/24 auto-summary

192.168.10.0/24 directly connected, Serial0/0

200.200.200.0/24 auto-summary

200.200.200.0/24

[1] via 192.168.10.2, 00:00:20, Serial0/0
"

Text - " The underlined area (00:00:20) show that the last RIP update occurred twenty seconds ago"

Module 9.1.9: Observing Multiple Paths to Destination
Three Diagrams
Diagram 1, Screenshot
Output Before ‘variance’ Command is Configured

Description – Displays the following screenshot text
"

rtl#show ip route

----output omitted----
Gateway of last resort is not set

I
192.168.30.0/24 [100/8986] via 192.168.0.2, 00:00:35, FastEthernet0/0

----output omitted----
"
Diagram 2, Screenshot

Output After ‘variance’ Command is Configured

Description – Displays the following screenshot text

"

rtl#show ip route

----output omitted----

Gateway of last resort is not set

I
192.168.30.0/24 [100/8986] via 192.168.0.2, 00:00:22, FastEthernet0/0 [100/10976] via 192.168.10.2, 00:00:22, Serial0/0

----output omitted----

"
Diagram 3, Screenshot

Verifying the ‘variance’ Command 

Description - Displays the following screenshot text
"

rtl#show ip route 192.168.30.0

Routing entry for 192.168.30.0/24  
Known via “igrp 1”, distance 100, metric 8986

Redistributing via igrp 1

Advertised by igrp 1 (self originated)

Last update from 192.168.10.2 on Serial0/0, 00:00:35 ago

Routing descriptor blocks:


192.168.0.2, from 192.168.0.2, 00:00:35 ago, via FastEthernet0/0 


Route metric is 8986, traffic share count is 1



Total Delay is 25100 microseconds, minimum bandwidth is 1544 Kbit


Reliability 255/255, minimum MTU 1500 bytes


Loading 1/255, Hops 1


192.168.10.2, from 192.168.10.2, 00:00:36 ago, via Serial0/0


Route metric is 10976, traffic share count is 1


Total delay is 45000 microseconds, minimum bandwidth is 1544 Kbit


Reliability 255/255, minimum MTU 1500 bytes


Loading 1/255, Hops 1

“

Module 9.2: Network Testing
Module 9.2.1: Introduction to Network Testing
Single Diagram

Diagram 1, Model
Testing Process Overview
Description – Displays the OSI model, The ‘ping’ command is referenced to the Network layer and ‘Telnet’ is referenced to the Application layer.
Module 9.2.2: Using a Structured Approach To Troubleshooting
Two Diagrams

Diagram 1, Flowchart
Troubleshooting
Description – A series of procedures is listed
0: Start (Problem Found)

1: Collect all available information and analyse the symptoms of failure

2: Localise the problem to within a single network segment, to a single complete module or unit, or to a single user.

3: Isolate the trouble to specific hardware or software within the unit, module, or user's network account.

4: Locate and correct the specific problem

5: Verify that the problem has been solved

6: Document the problem and solution 

7: Are there other problems? (Yes, goto Start(0)), (No, goto Stop(8)).
8: Stop

Diagram 2, Flowchart
OSI Layer troubleshooting
Description - Displays a series of procedures
0: Start

1: Is Layer 1 OK?
Yes - goto 2, No - Fix Layer 1 and goto 1. 
2: Is Layer 2 OK?
Yes - goto 3, No - Fix Layer 2 and goto 2. 
3: Is Layer 3 OK?
Yes - goto 4, No - Fix Layer 3 and goto 3. 
4: Is Layer 4 OK?
Yes - goto 5, No - Fix Layer 4 and goto 4. 
5: Is Layer 5 OK?
Yes - goto 6, No - Fix Layer 5 and goto 5. 
6: Is Layer 6 OK?
Yes - goto 7, No - Fix Layer 6 and goto 6. 
7: Is Layer 7 OK?
Yes - goto 8, No - Fix Layer 7 and goto 7. 
8: Is Everything OK?  Yes - goto 9, No - goto Start(0)

9: Stop 
Section 9.2.3: Testing By OSI Layers
Three Diagrams
Diagram 1, Model Diagram
Troubleshooting Layer 1
Description – Displays the OSI model with the Physical, Layer 1 highlighted.
Diagram 2, Model Diagram

Troubleshooting Layer 1

Description – Displays the OSI model with the Data Link, Layer 2 highlighted.
Diagram 3, Model Diagram

Troubleshooting Layer 1

Description – Displays the OSI model with the Network, Layer 3 highlighted.
Section 9.2.4: Layer 1 Troubleshooting Using Indicators
Single Diagram

Diagram 1, Listing 
Layer 1 Problems in a Network
Description – Lists the common Layer 1 Issues
 - Broken cables

 - Disconnected cables 

 - Cables connected to the wrong ports

 - Intermittent cable connection

 - Wrong cables used for task at hand (must use rollovers, cross-connects, and straight through cables correctly)

 - Tranceiver problems

 - DCE cable problems

 - DTE cable problems

 - Devices turned off

Section 9.2.5: Layer 3 Troubleshooting using ‘ping’
Three Diagrams
Diagram 1, Tabular
ICMP Message types
Description - Displays a table matching Messages and Purposes
Message: Destination unreachable

Purpose: This tells the source host that there is a problem delivering a packet

Message: Time exceeded

Purpose: The time it takes to deliver a packet has been too long; the packet has been discarded

Message: Source quench

Purpose: The sourch is sending data faster than it can be forwarded. This message requests the sender to slow down.

Message: Redirect

Purpose: The router sending this message has received a packet for which another router would have had a better route. The message tells the sender to use the better route

Message: Echo

Purpose: This is used by the ping command to verify connectivity

Message: Parameter problem

Purpose: This is used to identify a parameter that is incorrect
Message: Timestamp

Purpose: This is used to measure round trip time to particular hosts

Message: Address mask request/reply

Purpose: This is used to inquire about and learn the correct subnet mask to be used

Message: Router advertisement and selection

Purpose: This is used to allow hosts to dynamically learn the IP addresses of the routers attached to the subnet.

Diagram 2, Relational/Screenshot

Testing with The ping Command
Description – Displays two routers communicating across an internet cloud at the network layer (Using Echo request/reply). The following screenshot text ids displayed

"

Router>ping 172.16.1.5

Type escape sequence to abort.

Sending 5, 100 byte ICMP Echos to 172.16.1.5,

timeout is 2 seconds:

!!!!!

Success rate is 100 percent,

round-trip min/avg/max = 1/3/4 ms

Router>

" 
Diagram 3, Screenshot

Extended ‘ping’

Description - Displays the following screenshot text
"

R1#ping
Protocol [ip]:

Target IP address: 172.16.1.5

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 172.16.2.33

Type of service [0]:

Set DF bit in IP header?[no]:

Data pattern [0xABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Sweep range of sizes[n]:

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.1.2,

timeout is 2 seconds:

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max - 36/36/36 ms

R1#

" 
Section 9.2.6: Layer 7 Troubleshooting Using Telnet
Single Diagram

Diagram 1, Relational
Testing the Application layer Using Telnet
Description – Displays a workstation and two routers. The two routers are trying to communicate over a network cloud using the application 'Telnet'.
Module 9.3: Troubleshooting Router Issues Overview

Section 9.3.1: Troubleshooting Layer 1 Using ‘show interfaces’
Three Diagrams

Diagram 1, Screenshot/Tabular
Interpreting ‘show interfaces serial 0/0’
Description – The following screenshot text is displayed
"

Router#show interface serial 0/0

Serial 0/0 is up, line protocol is up

Hardware is cxBus serial

"
The first portion of the underlined text gives the line status (carrier detection), the second portion indicates the Keepalives at layer 2.
A table matching situations with their descriptions
Display: " Serial 0/0 is up, line protocol is up"
Description: Operational 

Display: " Serial 0/0 is up, line protocol is down"
Description: Connection Problem

Display: " Serial 0/0 is down, line protocol is down"
Description: Interface problem

Display: " Serial 0/0 is administratively down, line protocol is down"
Description: Disabled 
 Diagram 2, Screenshot
The ‘show interfaces serial’ Command
Description – Displays the screenshot response received when the  'show interfaces serial 0/0' command is issued. The relevant layer 1 indicators given include The 'input errors', 'interface resets', and ' carrier transitions'.    
Diagram 3, Screenshot
Interpreting ‘show interfaces serial 0/0’
Description - Displays the screenshot response received when the  'show interfaces serial 0/0' command is issued. The relevant responses is indicated:

 - "Last clearing of "show interface" counters never"

Displays the screenshot response received when the  'show version' command is issued. The relevant responses is indicated:

 - " GAD uptime is 6 hours, 21 minutes"

Section 9.3.2: Troubleshooting Layer 2 using ‘ show interfaces’
Single Diagram

Diagram 1, Relational/List
Is the Link Operational?
Description – Displays two connected routers. The Hardware and Data Link layer components are listed.
Hardware

 - Cable

 - Connectors

 - Interface

Data Link Layer

 - Keepalive messages

 - Control Messages

 - User Information

Section 9.3.3: Troubleshooting Using ‘show cdp’

Two Diagrams

Diagram 1, Screenshot

The ‘show cdp neighbors’ Command

Description – Displays the console response to the 'show cdp neighbours' command. The relevant information to be aware of is the display of the following device parameters.

 - Device ID

 - LocalInterface

 - Holdtime

 - Capability

 - Platform

 - Port ID 
Diagram 2, Screenshot

The ‘show cdp neighbors details’ Command

Description – Displays the following screenshot text
"

Switch#show cdp neighbors detail

------------------------------------------------

Device ID: Router
Entry address(es):


IP address: 192.168.16.2
Platform: cisco 2621XM, Capabilities: Router

Interface: FastEthernet0/15, Port ID (outgoing port): FastEthernet0/0

Holdtime : 177 sec

Version : 

Cisco Internetwork Operating System Software

IOS (tm) C2600 Software (C2600-JK8S-M), Version 12.2(12c), RELEASE SOFTWARE

(fcl)

Copyright (c) 1986-2003 by cisco systems, Inc.

Compiled Wed 05-Feb-03 16:36 by kellythw

advertisement version: 2

Duplex: full

--------------------------------

Device ID: Kathy-2600

Entry address(es):


IP address: 192.168.16.1

Platform: cisco 2620XM, Capabilities: Router

Interface: FastEthernet0/5, Port ID (outgoing port): FastEthernet0/0
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Section 9.3.4: Troubleshooting Using ‘traceroute’

Single Diagram

Diagram 1, Screenshot
The ‘traceroute’ Command

Description - Displays the following screenshot text with the underlined text highlighted
"

Arab#traceroute 192.168.36.1

Type escape sequence to abort.

Trace the route to Eva (192.168.6.1)

1 Boaz (192.168.10.1)
72 msec
72msec
88msec

1 Centre (192.168.12.1)
80 msec
128msec
80msec
1 Decatur (192.168.75.1)
540 msec
88msec
84msec
1 Eva (192.168.6.1)
           96 msec
* msec
96msec
"
Section 9.3.5: Troubleshooting Routing Issues

Two Diagrams

Diagram 1, Screenshot

The 'show ip route' Command

Description - Displays the console response to the 'show ip route command'. Emphasis is places on the Capital letters which precede connection/port information. These letters indicate the type of connection/protocol.
C - connected

D - EIGRP

R - RIP

I - IS-IS

Diagram 2, Screenshot

The 'show ip protocols' Command

Description - Displays the following screenshot text
"

Gadsden#show ip protocols

Routing protocol is "igrp 12"


Sending updates every 90 seconds, next due in 49 seconds


Invalid after 270 seconds, hold down 280, flushed after 630




Outgoing update filter list for all interfaces is not set



Incoming update filter list for all interfaces is not set
---- output omitted ----

Routing protocol is "rip"


Sending updates every 30 seconds, next due in 15 seconds


Invalid after 180 seconds, hold down 180, flushed after 240




Outgoing update filter list for all interfaces is not set



Incoming update filter list for all interfaces is not set

---- output omitted ----

Routing protocol is "eigrp 13"


Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set


Defult networks flagged in outgoing updates


Defult networks accepted from incoming updates

---- output omitted ----

" 
Section 9.3.6: Troubleshooting Router Issues Overview
Single Diagram
Diagram 1, Screenshot

The 'show controllers' Command

Description - Displays the router response to the 'show controllers serial 0/0' command. The text output which is relevant follows:
" DTE V.35 serial cable attached"

Section 9.3.7: Introduction  to Debug

Four Diagrams

Diagram 1, Screenshot

The 'debug' Command

Description - Displays the following screenshot text
"

GAD#debug ip eigrp

IP-EIGRP Route Events degugging is on

GAD#show debug

IP Route IP_EIGRP Route debugging is on

"
Diagram 2, Screenshot

Debug Syntax

Description - Displays a list of the possible additional switches/commands which may be entered with the 'debug' command. 

Syntax: aaa

Explanation: AAA Authentication, Authorisation and Accounting

Syntax: access-expression
Explanation: Boolean access expression
Syntax: all
Explanation: Enable all debugging
Syntax: arp
Explanation: IP ARP and HP Probe transactions
Syntax: async
Explantation : async interface information
Syntax: broadcast
Explanation: MAC broadcast packets
Syntax: callback
Explanation: Call back activity
Syntax: cdp
Explanation: CDP information
Syntax: bridge
Explanation: Transparent Bridging
Syntax: telnet
Explanation: Incoming telnet connections
Syntax: tftp
Explanation: TFTP packets
Syntax: token
Explanation: Token Ring information
Syntax: tunnel

Explanation: Generic Tunnel Interface

Syntax: v120
Explanation: V120 information
Syntax: x25
Explanation: X.25 information
Diagram 3, Screenshot 

The 'debug ip packet detail' Command  

Description -  Displays the response to the 'debug ip packet detail' and 'undebug all' commands. As one would expect the first command results in a detailed information screen, whereas the later turns off all debugging.
Diagram 4, Screenshot
The 'debug ip rip events' Command

Description - Displays the console response to the 'debug ip rip events' command  
Summary
Single Diagram
Diagram 1, Listing
Description – Lists the following key points
 - One of the primary functions of a router is to determine the best path to a given destination. A router learns paths, also called routes, from the manual configuration of an administrator or from other routers by way of routing protocols.
 - A Routing table contains a list of the best available routes. Routers use the routing table to make packet forwarding decisions.

 - The telnet and ping are two of the commands that allow for the testing of a network

 - The Cisco IOS contains a rich set of commands for troubleshooting. Among themore widely used are the show commands. Every aspect of the router can be viewed with one or more of the show commands.
