Module 8 – TCP/IP Suite Message and Control Messages
Module overview 
Four Diagrams
Diagram 1, Tabular 

Routing and Routing Protocols
After completing this chapter, students will be able to perform tasks relating to the following:
 - Overview of TCP/IP Error Message
 - TCP/IP Suite Control Messages
Diagram 2, Tabular

CCNA 640-801 Exam

This module will cover the following objectives

Troubleshooting

•  Utilize the OSI model as a guide for systematic network troubleshooting
Technology

•  Evaluate TCP/IP communication process and its associated protocols
Diagram 3, Tabular

ICND 640-811 Exam

This module will cover the following objectives

Troubleshooting

•  Utilize the OSI model as a guide for systematic network troubleshooting
Diagram 4, Tabular

INTRO 640-821 Exam

This module will cover the following objectives for the INTRO 640-821 exam:
Design and Support

•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect connectivity to remote devices from the router console

Implementation and Operation

•  Use commands incorporated within IOS to analyse and report network problems
•  Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend, or disconnect connectivity to remote devices from the router console

Technology

•  Describe how the protocols associated with TCP/IP allow host communication to occur
•  Describe the operation of the Internet Control Message Protocol (ICMP) and identify the reasons, types and format of associated error and control messages

Module 8.1 – Overview of TCP/IP Error Message
Section 8.1.1: ICMP
Single Diagram
Diagram 1, Informational
Internet Control Message Protocol
Description – Displays the TCP/IP model, Specifying that ‘Destination Unreachable’, ‘Echo’, and ‘Others’ are all linked to the Internet Layer.
Section 8.1.2: Error Reporting and Error Correction
Single Diagram
Diagram 1, Relational
Error Reporting and Error Correction
Description  -  Displays three separate networks (A,B, and C) each is connected via a local hub, each hub is connected to a router. Network A, B, and C are connected to their respective router. Router A and B are connected and router B and C are connected, there is no direct connection between routers A and C. The workstations on network A are Titled Workstation 1 and 2, The workstations on network B are titled Workstation 3 and 4, and similarly the workstations on network C are titled Workstation 5 and 6.
Section 8.1.3: ICMP Message Delivery
Single Diagram
Diagram 1, Tabular
Encapsulation of an ICMP Message in an IP Packet
Description – Displays the encapsulation steps
Step 1: Frame Header, Datagram Header, ICMP Header, ICMP Data

Step 2: Frame Header, Datagram Header, Datagram Data Area

Step 3: Frame Data Area

Section 8.1.4: Unreachable Networks
Two Diagrams

Diagram 1, Relational

Destination Unreachable
Description – Displays a workstation and a router connected using a bus. The workstation is attempting to send data to workstation ‘Z’ (Not Displayed). The router receives the data but does not know how to forward the data to workstation ‘Z’. The router sends an ICMP message ‘Destination Unreachable’ back to the workstation.
Text : “ An ICMP destination unreachable message is sent if:

· Host or port unreachable

· Network unreachable
“



Diagram 2, Relational
Undeliverable Packet
Description – Displays workstation A which is connected to router A, also shown is workstation Z connected to router Z. The two routers are shown as connected.
Animation – This animation runs through the various responses as different scenarios arise and as portions of the network fail. In the first scenario the connection between the routers is broken, as workstation A attempts to send a data to workstation Z, the router A cannot forward the data so it responds by sending an ICMP ‘Destination Unreachable’ message back to workstation A. In the second scenario all connections are good but workstation A attempts to send a message to a network address (172.16.2.100). The router has no such address and sends an ICMP to workstation A to advise. In the third scenario the Router Z and workstation Z are replaced by a network cloud, again workstation A attempts to send data to workstation Z, router A does not know how to get to workstation Z, so again it issues an ICMP back to workstation A. In scenario 4 the connection between workstation A and Router A is broken, and the network cloud is still present. An ICMP for workstation A arrives from the network cloud and arrives at router A. The router cannot reach workstation A and returns an ICMP to the network cloud, an ICMP flood ensues. The scenario is reset and the ICMP message is dropped by the router rather than risk a ICMP flood. 
Text: “If a router is unable to deliver a packet to its destination, the router sends an ICMP ‘Destination Unreachable’ message back to the source to inform it of the problem. The router discards the original packet. Destinations might be unreachable because the sending host specified a non-existent address; or although less frequent, because the router might not have a route to the destination. If a router cannot deliver an ICMP message for whatever reason, the router will not send an ICMP message to report the failure. Doing so could saturate the network with an endless flood of ICMP messages. For this reason, an undeliverable ICMP message is discarded”  

Section 8.1.5: Use ping to test destination reachability
Three Diagrams
Diagram 1, Relational

Echo Reply
Description – Displays two workstations (A and B) connected to a bus. Workstation A issues an ICMP echo request to workstation B, if workstation B receives the ICMP echo request (Which it does in this scenario) then it responds by issuing an ICMP echo response back to workstation A. 

Text: “ Traffic generated by the ping command” 

Diagram 2, Relational

Reachability

Description – Similar diagram to the previous excepting that the workstations are now connected via local routers rather than directly on the bus. As with the previous diagram the ICMP echo request, and the ICMP echo reply are transmitted, this time over the router connection. Similar in function.   
Diagram 3, Screenshot

ping Command
Description – The following text screen is displayed

“

C:\ ping 198.133.219.25

Pinging 198.133.219.25 with 32 bytes of data:

Reply from 198.133.219.25:

bytes = 32
time<16ms
TTL=247 

Reply from 198.133.219.25:

bytes = 32
time<16ms
TTL=247  

Reply from 198.133.219.25:

bytes = 32
time<16ms
TTL=247  

Reply from 198.133.219.25:

bytes = 32
time<16ms
TTL=247  

Ping statistics for 198.133.219.25:


Packets:
Sent=4, Received=4, Lost=0, <0% loss>,

Approximate round trip times in milliseconds:


Minimum=16ms, Maximum 16ms, Average=16ms


C:\

“

Section 8.1.6: Detecting excessively long routes
Single Diagram

Diagram 1, Relational/Tabular
Description – Displays three routers (GAD, BHM, and PHX). GAD is connected to BHM, and BHM is connected to PHX, there is no direct connection between GAD and PHX. RIP updates are seen to travel bi-directionally between the connected routers. On the PHX router the FastEthernet port 0/0 is connected to router BHM, The router BHM uses its FastEthernet port 0/1 for its connection to PHX and its FastEthernet port 0/0 for connection to router GAD. Router GAD uses its FastEthernet port 0/1 for its connection to router BHM. The address of the GAD routers FastEthernet port 0/1 is ‘192.168.11.254  /24’, for router BHM its FastEthernet port 0/1 has the address ‘192.168.12.254 /24’. The GAD router has an external serial connection (Serial 0/0 address 192.168.10.82 /24).

A table accompanies this diagram which matches ‘Destination Addresses’, ’Hop Count’, ‘Next Hop Address’, and ‘Port’. (as follows)

GAD Route Table Entries (Partial)

Destination Address: 192.168.50.0 /24

Hop Count: 14

Next Hop Address: 192.168.10.83

Port: S0/0

Destination Address: 192.168.10.0 /24

Hop Count: 0

Next Hop Address: ---

Port: S0/0

Destination Address: 192.168.11.0 /24

Hop Count: 0

Next Hop Address: ---

Port: Fa0/1

Destination Address: 192.168.12.0 /24

Hop Count: 1

Next Hop Address: 192.168.11.253

Port: Fa0/1

BHM Route Table Entries (Partial)

Destination Address: 192.168.50.0 /24

Hop Count: 15

Next Hop Address: 192.168.11.254

Port: Fa0/0

Destination Address: 192.168.10.0 /24

Hop Count: 1

Next Hop Address: 192.168.11.254

Port: Fa0/0

Destination Address: 192.168.11.0 /24

Hop Count: 0

Next Hop Address: ---

Port: Fa0/0

Destination Address: 192.168.12.0 /24

Hop Count: 0

Next Hop Address: ---

Port: Fa0/1

Section 8.1.7: Echo Messages
Two Diagrams
Diagram 1, Tabular
ICMP Message Types
Description – Matches message types and Codes
ICMP Message: Echo Reply

Code: 0

ICMP Message: Destination Unreachable

Code: 3

ICMP Message: Source Quench

Code: 4

ICMP Message: Redirect/change Request

Code: 5

ICMP Message: Echo Request
Code: 8
ICMP Message: Router Advertisement
Code: 9
ICMP Message: Router Selection
Code: 10
ICMP Message: Time Exceeded
Code: 11
ICMP Message: Parameter Problem
Code: 12
ICMP Message: Timestamp Request
Code: 13
ICMP Message: Timestamp Reply
Code: 14
ICMP Message: Information Request

Code: 15

ICMP Message: Information Reply

Code: 16

ICMP Message: Address Mask Request

Code: 17

ICMP Message: Address Mask Reply

Code: 18

Diagram 2, ICMP Message Format
Description – Displays the format of the 'Echo Request' and 'Echo Reply' messages

The first 8 bits comprise the ‘Type (0 or 8)’
The next 8 bits comprise the ‘Code (0)’
The following 16 bits comprise the ‘Checksum’
These are followed by a 16 bit  ‘Identifier’ and then a 16 bit ‘Sequence Number’
Any Optional Data follows.. 

Section 8.1.8: Destination Unreachable Message
Four Diagrams
Diagram 1, Relational
Destination Unreachable Message

Description -  Replicated diagram, refer to Diagram 1, Section 8.1.5

Diagram 2, Relational

Undeliverable Packet

Description – Replicated diagram, refer to Diagram 2 Section 8.1.4

Diagram 3, Informational

Destination Unreachable Message

Description – Displays the format of the 'Destination Unreachable' message

The first 8 bits comprise the ‘Type (3)’

The next 8 bits comprise the ‘Code (0)’

The following 16 bits comprise the ‘Checksum’

These are followed by a 32 unused bits

The Internet Header and the first 64 bits of Datagram follow. 

Diagram 4, Tabular

Code values for Destination Unreachable Messages

Description – Matches code values with Destination Unreachable messages
Code: 0

Message: Net Unreachable

Code: 1

Message: Host Unreachable

Code: 2
Message: Protocol Unreachable

Code: 3
Message: Port Unreachable

Code: 4

Message: fragmentation needed and DF set

Code: 5

Message: source route failed

Code: 6

Message: destination network unknown

Code: 7

Message: destination host unknown

Code: 8

Message: source host isolated

Code: 9

Message: communication with destination network administratively prohibited

Code: 10

Message: communication with destination host administratively prohibited

Code: 11

Message: network unreachable for type of service

Code: 12

Message: host unreachable for type of service

Module 8.1.9: Miscellaneous Error reporting
Single Diagram

Diagram 1, Descriptive
Parameter Problem Message
Description - Displays the format of the 'Parameter Problem' message

The first 8 bits comprise the ‘Type (12)’

The next 8 bits comprise the ‘Code (0-2)’

The following 16 bits comprise the ‘Checksum’

These are followed by a 16 bit  ‘Pointer’ and then 16 unused bits (Must be zero)

Internet Header and the first 64 bits of Datagram follow. 

Module 8.2: TCP/IP Suite  Control Messages

Module 8.2.1: Introduction to Control Messages
Single Diagram

Diagram 1, Tabular
ICMP Message Types
Description – Replicated Diagram, Refer to Diagram 1, Section 8.1.7
Module 8.2.2: ICMP Redirect/Change Requests
Four Diagrams

Diagram 1, Relational

A Host with Internet Connections
Description – Displays a host, which is connected to a switch, which in turn is connected with a router with an internet connection. The host, termed Host B has an ip address 192.168.12.4, and a subnet mask of 255.255.255.0 Default. The router termed Router A, has its Fast Ethernet port 0/0 assigned an IP address of 192.168.12.1, and a Subnetmask of 255.255.255.0. The Gateway of Host B is set to 192.168.12.1
Diagram 2, Relational

ICMP Redirection
Description - Displays a Host (B) which is connected to two routers via a bus configuration. Host B has an IP address of 172.16.1.1/24 and default gateway=172.16.1.100. The E0 port of Router A has the address 172.16.1.100 (Which matches the default gateway of Host B). The E0 port of Router B has the IP address 172.16.1.200. The destination for a message sent by the Host B is Host C(IP address 10.1.1.1). The path to Host C is via Router B. Thus the need for redirection.   
Diagram 3, Informative
Redirect/Change Request Message
Description - Displays the format of the 'Redirect/Change Request' message

The first 8 bits comprise the ‘Type (5)’

The next 8 bits comprise the ‘Code (0-3)’

The following 16 bits comprise the ‘Checksum’

These are followed by a 32 bit  ‘Router Internet Address 

Internet Header and the first 64 bits of Datagram follow. 
Diagram 4, Tabular

ICMP Type Code
Description – Matches Code Values with the Required Action.
Code: 0

Action: Redirected datagrams for the network.

Code: 1

Action: Redirected datagrams for the host.
Code: 2

Action: Redirected datagrams for the type of services and networks.
Code: 3

Action: Redirected datagrams for the type of services and hosts
Section 8.2.3: Clock Synchronisation and transit time estimation
Single Diagram
Diagram 1, Informational
Timestamp or Timestamp Reply Message
Description - Displays the format of the 'Timestamp' or 'Timestamp Reply' messages

The first 8 bits comprise the ‘Type (13-14)’

The next 8 bits comprise the ‘Code (0)’

The following 16 bits comprise the ‘Checksum’

These are followed by a 16 bit  ‘Identifier' and then a16 bit 'Sequence Number'

The 'Originate', 'Receive', and 'Transmit' timestamps occupy the next three 32 bit blocks.

Section 8.2.4: Information Requests and Reply Message Formats
Single Diagram

Diagram 1, Informational 
Information request or Information Reply Message
Description - Displays the format of the 'Information Request' or 'Information Reply' messages

The first 8 bits comprise the ‘Type (15-16)’

The next 8 bits comprise the ‘Code (0)’

The following 16 bits comprise the ‘Checksum’

These are followed by a 16 bit  ‘Identifier' and then a16 bit 'Sequence Number'

Section 8.2.5: Address Mask requests
Two Diagrams
Diagram 1, Informational
Address Mask Message
Description – Displays the format of the 'Address Mask' message

The first 8 bits comprise the ‘Type (17-18)’

The next 8 bits comprise the ‘Code (0)’

The following 16 bits comprise the ‘Checksum’

These are followed by a 16 bit  ‘Identifier' and then a16 bit 'Sequence Number'

These are followed by a 32 bit Address Mask

Diagram 2, Tabular/Descriptive
Address Mask Message Field Descriptions
Description – Gives a description of the IP Field Addresses, followed by a table matching codes/types with the appropriate message.

Text : “ The address of the source in an address mask request message will be the destination address mask reply message. To form an address mask reply message, the source address of the request becomes the destination address of the reply and the source address of the reply is set to the repliers address. The type code is changed to AM2, the address mask value is inserted into the address field mask, and the checksum is re-computed. However, if the source address in the request message is zero, then the destination address for the reply message should denote a broadcast. “

Type/Code: Type 17

Message: Address Mask Request Message

Type/Code: Type 1

Message: Address Mask Reply Message 

Type/Code: Code 0

Message: Address Mask Request Message 

Type/Code: Code 0

Message: Address Mask Request Message 

Type/Code: Checksum

Message: The check-sum is the 16 bit one’s compliment sum of the ICMP message starting with the ICMP Type. For computing the checksum, the checksum field should be zero. The checksum may be replaced in the future. 

Type/Code: Identifier

Message: An identifier to aid in matching requests and replies may be zero. 

Type/Code: Sequence Number

Message: A sequence to aid in matching requests and replies, may be zero.
Type/Code: Address Mask

Message: A 32 bit mask. A gateway receiving an address mask request should return it with the address mask field set to the 32-bit mask of the bits identifying the subnet and network for the subnet on which the request was received. If the requesting host does not know its own IP address, it may leave the source field zero. The reply should then be broadcast. However this approach should be avoided if at all possible, since it increases the superfluous broadcast load on the network. Even when the replies are broadcast, since there is only one possible address mask for a subnet, there is no need to match requests with replies. The “Identifier” and “Sequence Number” fields can be ignored. Type AM1 may be received from a gateway or a host. Type AM2 may be received from a gateway, or a host acting in lieu of a gateway.  
Section 8.2.6: Router Discovery Message
Two Diagrams
Diagram 1, Informational
Router Discovery Message
Description – Displays the format of the 'Router Discovery' message

The first 8 bits comprise the ‘Type (9)’

The next 8 bits comprise the ‘Code (0)’

The following 16 bits comprise the ‘Checksum’

These are followed by an 8 bit  ‘Number of Addresses', an 8 bit 'Address Entry Size', and a 16 bit 'Lifetime'. The following constituents are allocated a 32 bit block, and follow in the sequence - 'Router Address 1', 'Preferences Level 1', 'Router Address 2', and ' Preferences level 2'. 
Diagram 2, Descriptive/Tabular
ICMP Router Discovery Message Field Descriptions
Description – Contains two tables
Table One: Matches IP fields and descriptions

IP Field: Source Address

Description: An IP address belonging to the interface from which this message is sent
IP Field: Destination Address

Description: The configured advertisement address or ip address of a neighbouring host

IP Field: Time To Live

Description: Set to 1, if the destination address is an IP multicast address. Otherwise, set to at least 1.

Table 2: Matches ICMP Fields and Descriptions

ICMP Field: Type

Description: 9

ICMP Field: Code

Description: 0

ICMP Field: Checksum

Description: The 16-bit one's compliment of the ones compliment sum of the ICMP message, starting with the ICMP type. For computing the checksum, the checksum field is set to zero.

ICMP Field: Num Addrs

Description: The number of router addresses advertised in this message.

ICMP Field: Addr Entry Size

Description: The number of 32-bit words of information per each router address. This is 2 in the version of the protocol described here

ICMP Field: Lifetime
Description: The maximum number of seconds that the router addresses may be considered valid.

ICMP Field: Router Address

Description: The sending router's IP address(es) on the j=1. Num Addrs interface from which this message is sent.

ICMP Field: Preference Level

Description: The preferability of each router address [j]i-1.Num Addrs as a default router address, relative to other router addresses on the same subnet. A signed 2's compliment value; higher values mean more preferable.

Section 8.2.7: router Solicitation Message
Three Diagrams

Diagram 1, Relational

A Host Generating an ICMP Router Solicitation Message
Description – Displays a message being sent from a workstation/host towards a router 
Diagram 2, Informational
Router Solicitation Message
Description – Displays the format of the 'Router Solicitation' message

The first 8 bits comprise the ‘Type (10)’

The next 8 bits comprise the ‘Code (0)’

The following 16 bits comprise the ‘Checksum’

The following 32-bit block is reserved.
Diagram 3, Descriptive/Tabular

Router Solicitation Message Field Descriptions
Description - Contains two tables
Table One: Matches IP Fields and their descriptions

IP Field: Source Address

Description: An IP address that belongs to the interface from which this message is sent, or 0.

IP Field: Destination Address

Description: The configured solicitation address

IP Field: Time To Live (TTL)

Description: Set to 1 if the destination address is an IP multicast address. Otherwise, set to at least 1.

Table 2: Matches ICMP fields with their descriptions

ICMP Field: Type

Description: 10

ICMP Field: Code

Description: 0

ICMP Field: Checksum

Description: The 16-bit one's compliment of the ones compliment sum of the ICMP message, starting with the ICMP type. For computing the checksum, the checksum field is set to zero.

ICMP Field: Reserved
Description: Sent as 0; ignored on reception.
Section 8.2.8: Congestion and Flow Control Messages
Single Diagram

Diagram 1, Relational

Communication Problems from a WAN link
Description – Displays a Host and a router. Messages are arriving at a router along the WAN connection at relatively slow speeds. These are forwarded onto the workstation at relatively high speed across the high-speed LAN connection. Messages sent by the host to a non-local destination have a similar bottleneck at the WAN link  This variation in connection speeds is why network congestion occurs at the WAN ink.
Summary
Single Diagram
Diagram 1, Listing
Summary
Description – Lists Key Points

 - IP uses the Internet Control Message Protocol (ICMP) to notify the sender, that the data  sent encountered an error in the delivery process.
 - ICMP messages are transmitted using the IP protocol so their delivery is unreliable.

 - ICMP echo request and echo reply messages allow the network administrator to test IP connectivity to aid in the troubleshooting process.

