Module 3 – Configuring a Router
Module overview

Four Diagrams
Diagram 1, Tabular 

Upon Completion of this module, the student will be able to perform tasks relating to the following:

 - Configure a Router
 - Finishing the Configuration

Diagram 2, Tabular

CCNA 640-801 Exam

Implementation and Operation

•  Configure IP addresses, subnet masks, and gateway addresses on routers  

    and hosts
•  Configure a router for additional administrative functionality
•  Implement a LAN

•  Manage system image and device configuration files

•  Perform an initial configuration on a router
Diagram 3, Tabular

ICND 640-811 Exam

Planning and Designing

•  Design or modify a simple LAN using Cisco products

Implementation and Operation

•  Configure IP addresses, subnet masks, and gateway addresses on routers and 
    hosts

•  Configure a router for additional administrative functionality
•  Implement a LAN

Diagram 4, Tabular

INTRO 640-821 Exam

Implementation and Operation

•  Establish communication between a terminal device and the router IOS, and   

   use IOS for system analysis
•  Manipulate system image and device configuration files
•  Perform an initial configuration on a router and save the resultant configuration 
    file

Module 3.1: Configure A Router

Section 3.1.1: CLI Command Modes
Single Diagram

Diagram 1, Tabular/List
Overview of Router Modes
Description - Lists the Router modes, 

 - 'User EXEC' - uses the prompt 'Router>' 
 - 'Privileged EXEC' - uses the prompt 'Router#' 

 - 'Global Configuration' - uses the prompt 'Router(config)#' 

The following configuration specific modes are also given

- 'Interface' - uses the prompt 'Router(config-if)#' 

- 'Subinterface' - uses the prompt 'Router(config-subif)#' 

- 'Controller' - uses the prompt 'Router(config-controller)#' 

- 'Map-list' - uses the prompt 'Router(config-map-list)#' 

- 'Map-class' - uses the prompt 'Router(config-map-class)#' 

- 'Line' - uses the prompt 'Router(config-line)#' 

- 'Router' - uses the prompt 'Router(config-router)#' 

- 'IPX-router' - uses the prompt 'Router(config-ipx-router)#' 

- 'Route-map' - uses the prompt 'Router(config-route-map)#' 

Section 3.1.2: Configuring a Router Name
Single Diagram

Diagram 1, Screenshot
Description - A single open window, displays the following text

"Router(config)# hostname Tokyo
Tokyo(config)# "
The command 'hostname' allows the router name to be set/changed

Section 3.1.3: Configuring Router Passwords
Single Diagram
Diagram 1, Screen Prompts
Console Password:
Description - the following Prompt/response is displayed

" Router(config)#line console 0
  Router(config-line)#password cisco
  Router(config-line)#login "
Virtual Terminal Password:

Description - the following Prompt/response is displayed

" Router(config)#line vty 0 4
  Router(config-line)#password cisco
  Router(config-line)#login "
Enable Password:

Description - the following Prompt/response is displayed

" Router(config)#enable password san-fran "
Perform Password Encryption

Description - the following Prompt/response is displayed

" Router(config)#service password-encryption
  Router(config)#enable secret  "
Section 3.1.4: Examining The Show Commands
Single Diagram

Diagram 1, Screenshot

Description - The responses of the commands 'show version', 'show flash', and 'show users' can be seen. 
The 'show version' command gives the following information

 - Displays information about the currently loaded software version along with hardware and   

   device information.
The 'show flash' command gives the following information

 - Displays information about flash memory and whot IOS files are stored there.
The 'show users' command gives the following information

 - Displays all users who are connected to the router.
Section 3.1.5: Configuring a Serial Interface
Single Diagram

Diagram 1, Screen Prompts
Interface Configuration Commands
In the following commands, the type argument includes serial, Ethernet, fastethernet, token ring, and others. The following is displayed

" Router(config)#interface type port

  Router(config)#interface type slot/port "

The following command is used to administratively turn off the interface. The following is displayed.

" Router(config-if)#shutdown  "
The following command is used to turn on an interface which has been shutdown. The following is displayed.

" Router(config-if)#no shutdown  "

The following command is used to quit the current interface configuration mode. The followinf is displayed

" Router(config-if)#exit  "

Section 3.1.6: Making Configuration Changes
Single Diagrams

Diagram 1, Flowchart
Making changes to a Router Configuration
State 1 - Make changes in configuration modes, go to State 2.

State 2 - Examine Results "Router#show running-config", Go to State 3.

State 3 - Decision box, Intended Results (Yes/No). 'Yes' go to State 4, 'No' go to  

               State6

State 4 - Save changes to backup


    " Router# copy running-config startup-config

                 Router# copy running-config tftp  "

               Go to State 5. 

State 5 - Examine backup file - "Router#show startup-config"

State 6 - Remove changes (execute the following commands):


    "Router(config)#no…


   Router#copy startup-config running-config


   Router#copy tftp running-config


   Router#erase startup-config


   Router#reload   "
Section 3.1.7: Configuring an Ethernet Interface
Single Diagram

Diagram 1, Prompt/Response

The following text/commands are displayed

"Router(config)#interface e0

 Router(config-if)#ip address 183.8.126.2 255.255.255.128

 Router(config-if)#no shutdown   " 
Module 3.2: Finishing The Configuration
Section 3.2.1: Controlling Remote Access Rights

Single Diagram

Diagram 1, List
Importance of Configuration Standards
 - A standard is a set of rules or procedures that are either widely used or 

   officially specified

 - A requirement of configuration standards brings order to the topology and    

   function of the network.

Section 3.2.2: Interface Descriptions
Single Diagram

Diagram 1, Relational and Prompt/Response
Configuring Interface Descriptions
Description - displays a router connected to a console which controls the interface Description
The following Prompt/Response is displayed

" Tokyo(config)#interface e 0

  Tokyo(config)#description Engineering LAN, Bldg. 18  "

Section 3.2.3: Configuring An Interface Description
Single Diagram

Diagram 1, Prompt/Response
Interface Description
Procedure 1:

" LAB_A>enable

  Password:

  LAB_A>#configure terminal
  Enter configuration commands, one per line. End with 'CNTL-Z'.

  LAB_A(config)#interface ethernet 0

Procedure 2:
" interface Ethernet0
  Description LAN Engineering, Bldg. 2

  ip address 192.5.5.1 255.255.255.0

  no ip directed-broadcast   "  

Section 3.2.4: Login Banners
Single Diagram

Diagram 1, Prompt/Response
Login Banner Displays
The following prompt/Responses are shown

"LAB_A con0 is now available

Press RETURN to get started.

This is a secure system. Authorised Access Only!!!

User Access Verification

Password:

LAB_A>enable

Password:

LAB_A#   "
Section 3.2.5: Configuring Message-of-the-day (MOTD)
Single Diagram

Diagram 1, Relational

Description - displays a router connected to a console, the console has the following text visible:-

" Tokyo(config)#banner motd  # You have entered a secure system, Authorised Access ONLY!  # "
Section 3.2.6: Host Name Resolution
Single Diagram

Diagram 1, Prompt/Response
The following is an example of the configuration of a host table on a router.

"Router(config) # ip host Auckland 172.16.32.1 

 Router(config) # ip host Beirut 192.168.53.1 
 Router(config) # ip host Capetown 192.168.89.1 
 Router(config) # ip host Denver 10.202.8.1  "
Section 3.2.7: Configuring Host Tables
Two Diagrams
Diagram 1, Prompt/Response
The IP addresses are the directly attached interfaces on each of the routers in the following network.

"  Lab_A#show hosts

   Default domain is not set

   Name/Address lookup used domain service

   Name servers are

   Host
     
 Flags

Age
Type
Address(es)

   LAB_A  
(perm, OK)
**
IP
192.5.5.1 205.7.5.1 201.100.11.1

   LAB_B  
(perm, OK)
**
IP
219.17.100.2 199.6.13.1 201.100.11.2

   LAB_C  
(perm, OK)
**
IP
223.8.151.1 204.204.7.1 199.6.13.2

   LAB_D 
(perm, OK)
**
IP
210.93.105.1 204.204.7.2

   LAB_E    
(perm, OK)
**
IP
210.93.105.2

Diagram 2, Tabular

Description - Matches the router name, type and ports

Router: 'Lab_A', Type '2514', E0 (192.5.5.1), E1(205.7.5.1),S0(201.100.11.1),S1(--)
Router: 'Lab_B', Type '2501', E0 (219.17.100.1), E1(--),S0(199.6.13.1),S1(201.100.11.2)

Router: 'Lab_C', Type '2501', E0 (223.8.151.1), E1(--),S0(204.204.7.1),S1(199.6.13.2)

Router: 'Lab_D', Type '2501', E0 (210.93.105.1), E1(--),S0(--),S1(204.204.7.2)

Router: 'Lab_E', Type '2501', E0 (210.93.105.2), E1(--),S0(--),S1(--)

Section 3.2.8: Configuration Backup and Documentation
Single Diagram

Diagram 1, Relational
Description - Displays a router along with the three common forms of backup - 'TFTP server', 'Network Server', 'Disk in a safe place'. 

Section 3.2.9: Backing Up Configuration Files
Two Diagrams
Diagram 1, Prompt/Response
The 'copy running-config tftp' Command
The following text/prompts are displayed

" Router#copy running-config tftp
  Remote host []? 131.108.2.155

  Name of configuration file to write[Tokyo-config] ?tokyo.2

  Write file Tokyo.2 to 131.108.2.155 [confirm] y

  Writing Tokyo.2 !!!!!! [OK]   "

Diagram 2, Prompt/Response

 The 'copy tftp running-config ' Command
The following text/prompts are displayed

" Router#copy tftprunning-config 
  Host or network configuration file [host]? 

  IP address of remote host [255.255.255.255] ? 131.108.2.155

  Name of configuration file [Router-config] ?tokyo.2

  Configure using Tokyo.2 from 131.108.2.155 [confirm] y

  Booting tokyo.2 from 131.108.2.155:!! [OK-874/16000 bytes]

  tokyo#  "

Summary
Single Diagram

Diagram 1, List
Summary

The router has the following modes

- User EXEC mode

 - Privileged EXEC mode

 - Global configuration mode

 - Other configuration modes

