CCNA 2 Module 2 Diagram Descriptions

Overview

Page has 4 graphics

Graphic 1 table

Upon completion of the module, the student will be able to perform tasks related to the following;

2.1 Operating Cisco IOS software

2.2 starting a router

Graphic 2 This module will cover the following objectives for the CCNA 640-801 exam

Under Implementation & Operation

Implement a LAN

Manage system image and device configuration files

Under Troubleshooting

Troubleshoot a device as part of a working network

Under Technology

Describe the components of network devices

Graphic 3 This module will cover the following objectives for the CCNA 640-811 exam 

Under Planning and design 

Design or modify a simple LAN using Cisco products

Under Implementation and operation

Implement a LAN

Under troubleshooting

Troubleshoot a device as part of a working network

Graphic 4 This module will cover the following objectives for the CCNA 640-821 exam 

Under Implementation and Operation

Establish communication between a terminal device and the router IOS, and use IOS for system analysis

Reform an initial configuration on a router and save the resultant configuration

Describe and install the hardware and software required to be able to communicate through the network

Under Technology

Describe the hardware and software required to communicate through a network

Describe the purpose and fundimental operation of the IOS

Identify the major internal and external components of a router and describe the associated functionality

Identify and describe the stages of the router boot sequence

2.1.1 The purpose of Cisco IOS software

Page has 1 graphic, picture of a 1700 series router

2.1.2 Router user interface

Page has 1 graphic of the router CLI. A user interface to a router or switch requires an ASCII terminal or a PC running a terminal emulation program. Hyperterm or terraterm are examples of these.

2.1.3 Router user interface modes

Page has 2 graphics

Graphic 1 table.

Shows EXEC mode, relevant prompt and typical use

User – GAD> used to check the router status

Privileged – GAD# used in accessing the router

Graphic 2 Moving between user ECEC and Privileged EXEC

Graphic shows a router console session. Commands below are entered, note the prompt and to which level we are in. # marks a comment

GAD>    #User EXEC

Gad> enable

Password   # user enters the privileged mode password

GAD#   # now in privalidged mode

GAD# disable

GAD> Now back in USER mode

2.1.4 Cisco IOS software features

Page has 2 graphics

Graphic 1 Table

The name of the IOS has 3 parts separated by dashes, xxxx-yyyy-ww where 

xxxx = Platform

yyyy = Features

ww = Format – where the image runs and whether its been compressed

The second table lists examples of IOS names, see http://www.cisco.com/warp/public/620/1.html for a full description. (not fully accessible but useful) A little further inf is below.
Cisco develops many different versions of the IOS. The IOS supports varied hardware platforms and features. Cisco is also continuously developing and releasing new versions of the IOS.

To identify the different versions, Cisco has a naming convention for IOS files. This IOS naming convention uses different fields in the name. Among the fields are the hardware platform identification, the feature set identification, and the numerical release.

The first part of the Cisco IOS file name identifies the hardware platform for which this image is designed.

The second part of the IOS file name identifies the various features that this file contains. There are many different features to choose from. These features are packaged in "software images". Each feature set contains a specific subset of Cisco IOS features. Examples of feature-set categories are:

Basic – A basic feature set for the hardware platform, for example IP and IP/FW

Plus – A basic feature set plus additional features such as IP Plus, IP/FW Plus, and Enterprise Plus

Encryption – The addition of the 56-bit data encryption feature sets, such as Plus 56, to either a basic or plus feature set. Examples include IP/ATM PLUS IPSEC 56 or Enterprise Plus 56. From Cisco IOS Release 12.2 onwards, the encryption designators are k8/k9:

k8 – Less than or equal to 64-bit encryption in IOS version 12.2 and up

k9 – Greater than 64-bit encryption (on 12.2 and up)

The third part of the file name indicates the file format. It specifies if the IOS is stored in flash in a compressed format and whether the IOS is relocatable. If the flash image is compressed, the IOS must be expanded during boot as it is copied to RAM. A relocatable image is copied from flash into RAM to run. A non-relocatable image is run directly from flash.

The fourth part of the file name identifies the release of the IOS. As Cisco develops newer versions of the IOS, the numerical version number increases.

Graphic 2 Show version

Illustrates the output from the show version command. Do this on the router and note the information relating to the IOS version. Document the feature set and any other information you can gather from the IOS name.

2.1.5 Operation of Cisco IOS software

Page has 2 graphics

Graphic 1 table

Operating environment – ROM monitor

Prompt > or ROMMON>

Usage Failure or password recovery

Operating environment – Boot ROM

Prompt Router(boot)>

Usage Flash image upgrade

Operating environment Cisco IOS

Prompt Router>

Usage Normal operation

Graphic 2 – output of the show flash command

Use the lab bundles to review this output.

2.2.1 Initial startup of Cisco routers

Page has 2 graphics

Graphic 1 illustrates which areas of memory (and TFTP and Console) hold which files/functions

ROM – Bootstrap – loads the bootstrap program

Flash, TFTP server and ROM – Hold the IOS

NVRAM, TFTP server and Console – Hold the config files or in the case of the console allow it to be entered in

Graphic 2 shows the console response to the setup command. Try this on the router bundles.

2.2.2 Router LED indicators

Page has 1 graphic indicating the LEDs on a 2500 series router.

2.2.3 The initial router bootup
Page has 3 graphics

Graphic 1-3. Initial startup output on the router console. Use the lab bundle to examine this.

2.2.4 Establish a console session

Page has 2 graphics

Graphic 1 shows the console cable connection from a router (1700 in this case) to a PC. 

The connectors are a DB9 for the pc end and an RJ45 at the router end. The cable is normally flat  rather than round (why?) and is light blue in colour. 

Graphic 2 Terminal emulation software

Windows (after 3.1) Hyperterm, procomm, terraterm

Windows 3.1 Terminal (inc with OS)

Mac procomm, versaterm, Zterm

Unix/Linux minicom

2.2.5 Router login

Page has 1 graphic, a repeat of user and privileged EXEC modes in page 2.1.3

Press RETURN to get started.

Router>enable

Password: 

Router#disable

Router>exit

2.2.6 Keyboard help in the router CLI

Page has 4 graphics

Graphic 1 shows the output of the ? (help) command at the User EXEC prompt

Router>?

Exec commands:

  access-enable    Create a temporary Access-List entry

  access-profile   Apply user-profile to interface

  clear            Reset functions

  connect          Open a terminal connection

  disable          Turn off privileged commands

  disconnect       Disconnect an existing network connection

  enable           Turn on privileged commands

  exit             Exit from the EXEC

  help             Description of the interactive help system

  lock             Lock the terminal

  login            Log in as a particular user

  logout           Exit from the EXEC

  mrinfo           Request neighbor and version information from a multicast router

  mstat            Show statistics after multiple multicast traceroutes

  mtrace           Trace reverse multicast path from destination to source

  name-connection  Name an existing network connection

  pad              Open a X.29 PAD connection

  ping             Send echo messages

  ppp              Start IETF Point-to-Point Protocol (PPP)

  resume           Resume an active network connection

  rlogin           Open an rlogin connection

  show             Show running system information

  slip             Start Serial-line IP (SLIP)

  systat           Display information about terminal lines

  telnet           Open a telnet connection

  terminal         Set terminal line parameters

  traceroute       Trace route to destination

  tunnel           Open a tunnel connection

  udptn            Open an udptn connection

  where            List active connections

  x28              Become an X.28 PAD

  x3               Set X.3 parameters on PAD

Graphic 2 shows the output of the ? (help) command at the Privileged EXEC prompt

Router#?

Exec commands:

  access-enable    Create a temporary Access-List entry

  access-profile   Apply user-profile to interface

  access-template  Create a temporary Access-List entry

  archive          manage archive files

  bfe              For manual emergency modes setting

  cd               Change current directory

  clear            Reset functions

  clock            Manage the system clock

  configure        Enter configuration mode

  connect          Open a terminal connection

  copy             Copy from one file to another

  debug            Debugging functions (see also 'undebug')

  delete           Delete a file

  dir              List files on a filesystem

  disable          Turn off privileged commands

  disconnect       Disconnect an existing network connection

  enable           Turn on privileged commands

  erase            Erase a filesystem

  exit             Exit from the EXEC

  help             Description of the interactive help system

  isdn             Run an ISDN EXEC command on a BRI interface

  lock             Lock the terminal

  login            Log in as a particular user

  logout           Exit from the EXEC

  more             Display the contents of a file

  mrinfo           Request neighbor and version information from a multicast router

  mrm              IP Multicast Routing Monitor Test

  mstat            Show statistics after multiple multicast traceroutes

  mtrace           Trace reverse multicast path from destination to source

  name-connection  Name an existing network connection

  no               Disable debugging functions

  pad              Open a X.29 PAD connection

  ping             Send echo messages

  ppp              Start IETF Point-to-Point Protocol (PPP)

  pwd              Display current working directory

  reload           Halt and perform a cold restart

  rename           Rename a file

  restart          Restart Connection

  resume           Resume an active network connection

  rlogin           Open an rlogin connection

  rsh              Execute a remote command

  rtr              RTR Exec Configuration

  send             Send a message to other tty lines

  setup            Run the SETUP command facility

  show             Show running system information

  slip             Start Serial-line IP (SLIP)

  squeeze          Squeeze a filesystem

  start-chat       Start a chat-script on a line

  systat           Display information about terminal lines

  telnet           Open a telnet connection

  terminal         Set terminal line parameters

  test             Test subsystems, memory, and interfaces

  traceroute       Trace route to destination

  tunnel           Open a tunnel connection

  udptn            Open an udptn connection

  undebug          Disable debugging functions (see also 'debug')

  upgrade          Upgrade firmware

  verify           Verify a file

  where            List active connections

  write            Write running configuration to memory, network, or terminal

  x28              Become an X.28 PAD

  x3               Set X.3 parameters on PAD

Graphic 3 shows how to get help on a particular command, clock set in this example

Router#cl?

clear  clock  

Router#clock

% Incomplete command.

Router#clock ?

  set  Set the time and date

Router#clock set

% Incomplete command.

Router#clock set ?

  hh:mm:ss  Current Time

Router#

Try this on the lab bundles.

Graphic 4 shows how to get further help on a particular command, clock set in this example

Router#clock set 19:50:00

% Incomplete command.

Router#clock set 19:50:00 ?

  <1-31>  Day of the month

  MONTH   Month of the year

Router#clock set 19:50:00 14 7

                             ^

% Invalid input detected at '^' marker.

Router#clock set 19:50:00 14 July

% Incomplete command.

Router#clock set 19:50:00 14 July ?

  <1993-2035>  Year

Router#clock set 19:50:00 14 July 2007

Router#

2.2.7 Enhanced editing commands

Page has 2 graphics.

Graphic 1 Table of editing functions

Command: Ctrl A

Description: Moves to the beginning of the command line

Command: Esc B

Description: Move back one word

Command: Ctrl B or left arrow

Description: Moves back one character

Command: Ctrl E

Description: Moves to the end of the command line

Command: Ctrl F or right arrow

Description:  Moves forward one character

Command: Esc F

Description: Moves forward one word

Graphic 2 holds no relevant information

2.2.8 Router command history
Page contains 1 graphic

Using IOS command history

Command: Crtl P or up arrow

Description: Recalls previous command

Command: Ctrl N or down arrow

Description: Recalls most ecent commad in history buffer

Command: Show history

Description: Shows command buffer

Command: Terminal history size number-of-lines

Description: Sets the command history buffer size

Command: terminal no editing

Description: Disables advanced editing features

Command: terminal editing

Description: Re-enables advanced editing

Command: <Tab>

Description: completes the entry

2.2.9 Troubleshooting command line errors

Page contains 1 graphic.

Console output of an incorrect command.

Router#comfigure terminal

         ^

% Invalid input detected at '^' marker.

Note the ^ o the line below the command entered, marks the point in the command here the error exists. Not really that useful with a screenreader.

2.2.10 The show version command
Page has 1 graphic, console output of the show version command

Router#show version

Cisco Internetwork Operating System Software 

IOS (tm) C2600 Software (C2600-D-M), Version 12.2(34a), RELEASE SOFTWARE (fc1)

Copyright (c) 1986-2006 by cisco Systems, Inc.

Compiled Tue 02-May-06 11:58 by pwade

Image text-base: 0x8000808C, data-base: 0x80B5F388

ROM: System Bootstrap, Version 12.1(3r)T2, RELEASE SOFTWARE (fc1)

Router uptime is 1 week, 1 day, 16 hours, 55 minutes

System returned to ROM by power-on

System restarted at 03:34:42 UTC Fri Jul 6 2007

System image file is "flash:c2600-d-mz.122-34a.bin"

cisco 2620 (MPC860) processor (revision 0x600) with 61440K/4096K bytes of memory.

Processor board ID JAD05370VSE (2671977141)

M860 processor: part number 0, mask 49

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

2 Serial(sync/async) network interface(s)

32K bytes of non-volatile configuration memory.

16384K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102

Router#

Summary

Cisco IOS software is the software that controls the routing and switching functions of internetworking devices

Cisco IOS software uses a CLI as its traditional console environment

Cisco IOS software has 2 access levels: user EXEC and Privileged EXEC

A router initializes by loading the bootstrap, the operating system and a configuration file

Cisco routers use LED indicators to provide status information

