Module 3 – Networking media

Module overview

This module covers ;

3.1 Copper media

3.2 Optical media

3.3 Wireless media

3.1.1 Periodic Table

Page has 4 graphics. 

Graphic 1 is the periodic table. 

Graphics 2 & 3 illustrate a helium atom. The atoms appear as a central clump of tennis balls – the protons and neutrons- with small marbles orbiting the clump. The protons are positively charged and the neutrons are neutral or have no charge. Electrons are negative and far smaller. The important part is that like charges repel and different charges attract, like in a magnet.

Graphic 4 is of Static electricity: Loose electrons at rest. Shows electrons as a “cloud”. Static electricity is a cloud of electrons that do not orbit a positively charged nucleus so therefore do not “move”. 

This is to get across the notion that it is the electrons which can "come loose" from atoms, thus explaining electrical conduction in solids. Of course, an entire unit could be taught on this topic, but the basic notion of electrical forces is what is essential.

Why teach electronics in a networking class?

Simply put, most of the devices and processes involved in networking are electronic. While it is impossible to properly teach electronics in one chapter, we believe it essential to introduce some basic vocabulary. Any discussion of copper-based media, must involve some discussion of the media's electrical properties. By performing some electronics labs, the students have an enjoyable, hands-on, effective way of learning such basic concepts as continuity and circuits. Anyone installing cable must have an awareness of conducting paths, short circuits, and open circuits. Also, much of Layer 1 and Layer 2 assumes a knowledge of electronics, Finally, the extensive use of frame, packet, and segment format diagrams (where the fields of these PDUs are discussed) is based, on a fundamental level, on the voltage versus time diagrams of an oscilloscope or logic analyzer displaying bit patterns.

3.1.2 Voltage
Figure is a list.

Voltage is sometimes reffered to as electromotive force (EMF)

Voltage is represented by the letter V and sometimes by the letter E (noe both are capitals) for electromotive force.

The unit of measurement for voltage is volt (V)

3.1.3 Resistance and Impedance 

The diagram classifies materials into groups and how they fit into the periodic table. Insulators conduct poorly, conductors conduct well and in semi conductors the electron flow can be precisely controlled. Examples are

Insulators – Plastic, rubber, paper, wood, glass, air

Conductors - Copper, gold silver, water with ions, PEOPLE

Semiconductors -  Carbon, silicon, germanium, gallium arsenide

3.1.4 Current

Graphic is a flash animation of current flowing in a circuit. It contains a pop up window with the text below.

When a voltage, for example a battery, is applied to a conductor or semiconductor, electrons flow towards the positive terminal of the battery. This flow is an example of electric current. The actual path of the electrons is more complex than shown. Electric current is represented by the symbol I and is measured in units called amperes. Amperes are often referred to as amps and the abbreviation for amperes is A. (note capital A)

Summary

Electrons flow in a closed loop called a circuit

Definitions

Voltage (V or E): electrical pressure due to separation of electrical charge (+ and -)

Current (I): Flow of charged particles.

Resistance (R): Property of a material that opposes and can control electrical flow.

Impedance: equivalent to resistance but used in AC circuits. This is due to facts like an inductor, a coil of wire, has almost no resistance to DC but has an impedance in AC.

Voltage causes current, resistance and impedance limit current.

Network cabling has many circuits.

Network devices contain millions of circuits.

3.1.5 Circuits

Graphic contains 4 pictures.

1: The water analogy. This is explained in the text reasonably well.

2: Oscilloscopes

This could be difficult! CROs (Cathode Ray Oscilloscopes) are used to display electrical signals. They look ike a TV set with dozens of knobs and switches. The graphic shows a CRO with AC & DC signals. The screen is a graph, like graph paper, divided into many squares. The cro draws the signal on the screen as a single line. The graduations mark time on the x axis and voltage on the y axis. This means as a voltage changes over time the line drawn on the screen moves higher or lower. The result is a representation of the signal (voltage) showing the level over time, like a wriggly piece of string laid on a desk.

3: A diagram of a flash light, it shows a battery connected to a light bulb via a switch. When the switch is open (off) no current can flow. When the switch is closed (on) current can flow in the circuit.

4: Grounding of equipment. Shows how power is delivered from powerlines. From powerline through a transformer, one end of which is earthed, the live end is fed into a power distribution panel then surge suppressor to power outlet to UPS, to network (this I assume is the equipment to be powered) and then to earth completing the closed loop needed for current to flow.

We need to emphasize the importance of grounding for networks. The concept of ground is difficult for the beginning electronics student, and worthy of some review. Of particular importance are signal reference ground (the zero Volts line, or reference line, for determining the polarity of our networking signals) and power-line earth ground. Differences between signal reference ground and earth ground, or between the power-line grounding of two different networking devices, can cause noise problems as well as dangerous shock conditions.

3.1.6 Cable Specifications

Picture shows the 3 fields used in naming of Ethernet standards. The example is 10BASE-T. The first digit is the transmission speed, 10 megabits per second in this case. Base means its baseband transmission. Baseband means there is no carrier frequency, we look at modulation methods (that’s the carrier) later. The other type is broad, meaning broadband, the only one of these is 10BROAD 36. The last field relates to transmission media or distance (in the case of early standards)

3.1.7 – 3.1.9

Pictures are of different media types. Explained well in the text.

3.2.1 The electromagnetic spectrum.

Picture of a sin wave. A sin wave is a mathematical function where the amplitude is a function of time, usually in degrees. This is because sin waves repeat or go around in circles. The level is the same at time 0(0 degrees) as it is after 1 cycle, or 360 degrees. Below is a rough table of a 1 volt sin wave over 8 seconds. (ie a cycle takes 8 seconds which is the same as an eighth (0.125) hertz) 

Time =0, degrees =0, voltage =0v

Time =1, degrees =45, voltage =0.707v

Time =2, degrees =90, voltage =1v

Time =3, degrees =135, voltage =0.707v

Time =4, degrees =180, voltage =0v

Time =5, degrees =225, voltage =minus 0.707v

Time =6, degrees =270, voltage =minus 1v

Time =7, degrees =315, voltage =minus 0.707v

Time =8, degrees =360, voltage =0, so we are back to the beginning.

Also has diagrams of where wavelength fits into the spectrum and the light spectrum. There is a separate document giving a little more info on this subject. (electromag spectrum.doc)

3.2.2 Ray model of light

This page has 2 pictures. 

The first is of a light bulb with straight lines (the rays of light) emanating from it in all directions. It also depicts a laser which has a single ray of light emanating from a single point. This is also termed collimated light. Again wikipedia give a good description of this. The formular for index of refraction is also given here 

Index of refraction = speed of light in a vacuum divided by the speed of light in the material.

(http://en.wikipedia.org/wiki/Collimated_light ) 

Collimated light is light whose rays are parallel and thus has a plane wavefront. Light can be collimated by a number of processes, the easiest being to shine it on a parabolic concave mirror with the source at the focus. Collimated light is sometimes said to be focused at infinity. A simple way to test a beam for proper collimation is the shearing interferometer.

Laser light is often collimated due to being formed in a chamber between two such mirrors, in addition to being coherent.

The light from stars can be considered collimated (for almost any purpose) because they are so far away. Due to its relatively large appearance on the sky, the light from the sun deviates about half a degree to all directions when compared to a point source in the same position, giving approximately collimated light.

A perfect parabolic mirror will bring parallel rays (from a star) to a focus at a single point. Spherical mirrors are easier to make than parabolic mirrors and they are often used to produce approximately collimated light. To produce usefully collimated light, the light source must approximate a point; that is, it must be small relative to the optical system, like the image of the star formed by a mirror. The necessary tradeoff is that, since the luminosity of most sources is small, such an optical system cannot produce much optical energy. Lasers are a notable exception to this general rule.
The second is a table of the refractive index of some materials. 

Air=1

Glass=1.523

Diamond=2.419

Water=1.333

3.2.3 Reflection

Diagram shows how light reflects. Note that the angle of incidence (the angle at which the light ray hits the reflective surface equals the angle of  reflection. So if a ray of light hits a mirror at 45 degrees it will reflect off and leave the mirror surface at 45 degrees. Lab activity : Use pencils to illustrate.

3.2.4 Refraction

Diagram shows how a ray of light will bend when travelling into a different material. Consider light going from air, through a glass window and into the air again. When the ray hits the surface of the glass, it “bends”. The greater the refractive index the more it will bend. If the light ray travels from a substance whose index of refraction is smaller, into a substance where the index of refraction is larger, the refracted ray is bent towards the normal. If the light ray travels from a substance where the index of refraction is larger into a substance where the index of refraction is smaller, the refracted ray is bent away from the normal. 

3.2.5 Total internal reflection.

Page has 4 pictures. The first shows how light bounces down the inner core of fibre optic cable. Ie total internal reflection.

Graphic 2 is a complex diagram of angles of incidence. Basically shows that light incident at any angle smaller than or equal to the critical angle is not totally reflected. Some of the energy in the incident ray exits the glass of the core. There are few analogies, but if a ball is thrown directly at a window it may smash through. If it is thrown at an oblique angle it ma bounce off. With light there is lots of in between stages where some bounces off and others pass through. Light incident at any angle greater than the critical angle is totally reflected. All of the energy of the incident rays stays in the glass core. Incidentally the critical angle of glass is 41.8 degrees.

Graphic 3 shows the numerical aperture which measures the range of angles that will be totally internally reflected. Its like throwing a ball at an open end of a pipe. Throw it from an angle too far off from one side and it will bounce out. Stand in front of the pipe and the ball will go into the pipe. Graphic 4 shows more of the same idea. Light must fall within a certain angle to enter the glass fibre otherwise it bounces off.

3.2.6 Multimode fibre

7 Diagrams. Explained in text. Mostly just of different connectors.

Graphic 1 shows that fibre optic is made up of a core that carries the signal, an outer cladding that reflects the signal back into the core and a coating or buffer for strength.

Graphic 2 illustrates single mode and multimode cable.

Single mode cable requires a straight path for the light to travel. Ie it has a single beam of light, hence single mode. It has a polymeric coating, a glass core 8.3 to 10 microns diameter with a glass cladding around it (bends the light back into the core) of 125 microns diameter. Points with single mode are:

Small core

Less dispersion

Suited to long distance applications (up to 3km or 9840 feet)

Uses lasers as the light source often within campus backbones for distances of several thousand meters

Multimode:

Paths are sloppy. The light bounces around within the core. As for more detail on skew if you are interested) Cable is made of an outer coating, glass cladding of 125 microns diameter and a glass core of 50 or 62.5 microns.

Larger than single mode cable (50 or 62.5 microns)

Allows greater dispersion and therefore loss of signal

Used for long distance applications but shorter than 2 km or 6560ft

Uses LEDs as the light source often within LAN distances of a couple of hundred meters within a campus network

Graphics 3-6 illustrate the above points.

Graphic 7 is a comparison of loose tube construction and tight buffer construction. Its explained in the text.

3.2.7 Single mode fibre

2 diagrams. 

1: Shows how light travels in a straight ray down single mode, unlike multimode where light bounces/reflects of the inside of the fibre. 

2: Shows different core diameters of fibre.

Multimode 100-140 microns, 62.5-125 microns or 50-125 microns.

Single mode 10-125 microns

3.2.8 Other optical components

Page has 5 graphics. First shows how electrical signals must be concerted to light for transmission across optical fibre. This is the main bottleneck in communications. There is no realistic bandwidth limitation on fibre, the limitation is the electrical conversion to light. The rest are pictures of connectors and optical patch panels.

3.2.9 Signals and noise in optical fibre

Explained in text. Basically light takes a finite time to travel down a fibre optic cable. If the light bounces around it takes longer to reach the end than if it travelled in a straight line. So some of the signal arrives earlier than other parts. Like lots of echoes, this distorts the signal and after some distance it becomes unitelligble.

3.2.10 Installation

6 pictures explained in text.

Wireless media

3.3.1 Wireless LAN standards

Lists wireless standards

802.11

802.11a

802.11b

802.11g

Note that new ones are always being developed, eg 802.11n

3.3.2 Wireless devices and topologies

3 pictures of wireless NICs 

1.Wireless Network card(PCI) with antenna.

2.PCMCIA Wireless Network card for Laptop computer.

3.USB Wireless Network Adapter.

4.Wireless Access Point with two antenna, serial port and Ethernet port.

5.LAN connecter to Ethernet backbone, wired to wireless access points with PC’s surrounding the access points but there is no physical(hard wire) connection.

6.Wireless access point probing for devices to join the network, laptop with PCMCIA wireless network card enters the wireless network and is “Associated “  and “Authenticated”.

3.3.3 IEEE 802.11 Frame Types.

Page has 2 graphics

Graphic 1 contains a table of frame types for 802.11

Management Frame.

-Association request frame.

-Association response frame

-Probe request frame

-Beacon frame

-Authentication frame

Control Frame.

-Request to send(RTS)

-Clear to send(CTS)

-Acknolegdement

Data Frame.

Graphic 2 illustrates that the data rate of wireless drops of dramatically with distance. (inverse square law in fact) This is covered in great detail in the wireless course.
The picture explains that as you move away from the access point the signal

Decreases in strength from 11Mbps closest to the Access point dropping back to between 11-5.5Mbps as you move further away gradually decreasing to 2-1Mbps at the outer limits of the access point.

3.3.4 Authentication and Association Types.

-Unauthenticated and unassociated

-Authenticated and Unasscociated.

-Authenticated and Associated.

3.3.5 Radio Wave.

The following are all flash animations.

The diagram depicts two people, one sitting in front of a desktop PC

And the other sitting in front of a laptop computer both some distance from 

Each other.  They other both in eyesight of the Wireless Access point that is emitting RF signals.

Picture 2.

The diagram illustrates four people in two buildings on opposite sides of a campus.  The two people in building A transmit data to each other and from the intranet/internet wirelessly through RF transmission when within the range of the WAP(Wireless Access Point).  The people in building A transit data to the people in building B with RF transmission through radio dishes situated on the roof of most buildings.  The information received by building B’s radio dish is then received by the access point that directs it to the device that requested it. 

Picture 3.

The diagram depicts a stream of 0’s and 1’s that indicate and ON or state.  The diagram then shows a digital signal with a 0 in the digital signal indicating no transmission and 1 indicating transmission.  The diagram defines the AM(Amplitude Modulation) signal as the varying changes in height(amplitude) of the carrier signal.  FM(Frequency Modulation) is the modulation of the frequency of the carrier signal as determined by the electrical signal from the microphone.  PM(Phase Modulation) is used to superimpose the data signal onto the carrier signal that is broadcast by the transmitter.

3.3.6 Omnidirectional Antenna.

The diagram depicts an Omnidirectional ball Antenna with a radiating coverage pattern being emitted from the antenna.  The omnidirectional antennae transmit the signal in all directions thereby reducing the range of  communication.

3.3.7 Wireless Security.

The diagram depicts the different types of wireless authentication protocols that are in use in wireless LAN’s today.

EAP-MD5 Challenge:

Extensible Authentication Protocol is the earliest authentication type,  which is very similar to CHAP password protection on a wired network.

LEAP(Cisco):

Lightweight Extensible Authentication Protocol is the type 

Primarily used on Cisco WLAN access points.  LEAP provides security during the credential exchange, encrypts using dynamic WEP keys, and supports mutual authentication.

User Authentication:

Allows only the authorised users to connect, sned and crecieve data over the wireless network.

Encryption:

Provides encryption services further protecting the data from intruders.

Data authentication:

Ensures the integrity of the data, authenticating source and destination devices.

Summary.

Media Types.

Coaxial Cable 

Sheilded Twisted Pair cable 

Unshielded twisted pair cable

Wireless.

Fibre Optic(beyond the scope of chapter 5).

