Module 11 TCP/IP Transport and Application Layers.

Module Overview.

This page contains four graphics.

Graphic one is a table illustrating the tasks a student will be able to perform upon completion of this module.

Upon completion of this module, the student will be able to perform tasks related to the following:

11.1 TCP/IP Transport Layer

11.2 The Application Layer

Graphic two is a table that illustrates the following objectives for the CCNA 640-801 exam.

Technology

· Evaluate TCP/IP communication process and its associated protocols.

· Describe network communication using layered models.

· Evaluate rules for packet control.

Graphic three illustrates the following objectives for the ICND 640-811 exam:

Technology – Evaluate rules for packet control.

Graphic four is a table describing the following objectives for the INTRO 640-821 exam:

Design and Support:

· Use embedded layer 3 through Layer 7 protocols to establish, test, suspend or disconnect connectivity to remote devices from the router console.

Implementation and Operation:

· Use embedded Layer 3 through Layer 7 protocols to establish, test, suspend or disconnect connectivity to remote devices from the router console.

Technology: 

· Evaluate rules for packet control.

· Describe how the protocols associated with TCP/IP allow host communication to occur.

· Describe the principles and practice of packet switching utilizing the Internet Protocol (IP).

11.1.1 Introduction to TCP/IP Transport Layer.

This page has two graphics.

Graphic one is a table that describing what Reliable Transport can accomplish. They are as follows:

· Ensure that segments delivered will be acknowledged to the sender.

· Provide for retransmission of any segments that are not acknowledged.

· Put segments back into their correct sequence at the destination.

· Provide congestion avoidance and control. 

Graphic two is an analogy of the transport layer.

Spanish (Primary language)

English (one year of study)

Slower language 

Comprehension speed

English (only language)

11.1.2 Flow Control

This page has one graphic.

Graphic one depicts 2 computers talking. The first asks “Hello, How fast can I send data?” The second replies “I am busy now, send data slowly”.

11.1.3 Session, establishment, maintenance and termination.

This page has three graphics.

Graphic one is a diagram of Multiplexing of Upper-layer Conversations. Ever wondered how the right information is sent to a web browser if you have several different pages open? This graphic shows 3 different application layer protocols (application, session and presentation in the OSI model) communicate with the transport layer. Email, file transfer and telnet session data is passed to the transport layer and a unique port address is added to the header. This port address identifies to which data stream (application) the information belongs.

Graphic two is a diagram illustrating establishing a connection with a Peer System at the transport layer. Itr is known as the 3 way handshake and consists of the teps below;

A synchronize packet is sent from the host that is attempting to establish the connection.

A negotiate connection is returned from the receiver.

A synchronize packet is sent from the  receiver.

An Acknowledgement is sent by the host that is attempting to establish the connection.

Connection is then established.

Data transfer now takes place.

Graphic three is a diagram showing the Flow Control. Two hosts are communicating. The receiver’s buffer fills up, so it sends a not ready signal to the sender. As the receiver processes the data already received, the buffer empties and the receiver sends a ready signal and more data is transferred.

11.1.4 Three-way Handshake.

This page has one graphic.

Graphic one is a diagram of a Three-Way Handshake. This is described well in the text and is reproduced below. (note INS= initial sequence number, SYN is synchronize and ACK is Acknowledge)

1.  The sending host (A) initiates a connection by sending a SYN packet to the receiving host (B) indicating its INS = X:

      A - > B SYN, seq of A = X

2. B receives the packet, records that the seq of A = X, replies with an ACK of X + 1, and indicates that its INS = Y. The ACK of X + 1 means that host B has received all octets up to and including X and is expecting X + 1 next:

      B - > A ACK, seq of A = X, SYN seq of B = Y, ACK = X + 1

3. A receives the packet from B, it knows that the seq of B = Y, and responds with an ACK of Y + 1, which finalizes the connection process:

      A - > B ACK, seq of B = Y, ACK = Y + 1

This exchange is called the three-way handshake.
11.1.5 Windowing

This page has two graphics.

Graphic one is a diagram of a TCP Basic Window.

With a a window size of 1 the flow control is also known as stop and wait. A TCP segment is sent, this takes a finite amount of time to reach the receiver, the receiver processes that segment and returns an acknowledgement that the segment was received OK and to send the next one. During this time the sender is idle as is the media during processing time, obviously very inefficient.

Graphic two is a diagram of a TCP Sliding Window.

Sliding window is a much more efficient method of flow control. Explained in the text and repeated below. The sender sends three packets (window size of 3) before it expects an ACK. If the receiver can handle only two packets, the window drops packet three, specifies three as the next packet, and indicates a new window size of two. The sender sends the next two packets, but still specifies a window size of three. This means that the sender will still expect a three-packet ACK from the receiver. The receiver replies with a request for packet five and again specifies a window size of two.
11.1.6 TCP Sliding Window

This page has two graphics.

Graphic one is diagram of a TCP Sliding Window. Explained well in the text. It shows a sender that transmits data packets 1, 2, and 3. The receiver acknowledges receipt of the packets with a request for packet 4. When the sender receives the ACK, it sends packets 4, 5, and 6. If packet 5 does not arrive at the destination, the receiver acknowledges with a request to resend packet 5. The sender resends packet 5 and then receives an ACK to continue with the transmission of packet 7.

Graphic two is a diagram of the TCP Sequence and Acknowledgement.

11.1.7 TCP

This page has one graphic.

Graphic one is  a table showing the TCP Segment Format. They are as follows:

Source Port – 16 Bit

Destination Port – 16 Bit

Sequence Number – 32 Bit

Acknowledgement Number – 32 Bit

Header Length – 4 Bit

Reserved – 6 Bit

Code Bits – 6 Bit

Window – 16 Bit

Checksum – 16 Bit

Urgent – 16 Bit

Options -  (0 or 32 if any) 

Data – (Varies)

Please note: All of these add up to 20 Bytes in total.

IAIN TO CHECK.

11.1.8 UDP.

This page has one graphic.

Graphic one is showing the UDP Segment Forma. They are as follows:

Source Port – 16 Bit

Destination Port – 16 Bit

Length – 16 Bit

Checksum – 16 Bit

Data – (if any)

Please note: All of these add up to 8 Bytes in total.

11.1.9 TCP and UDP Port Numbers.

This page has three graphics.

Graphic one is a diagram of the Port Numbers.

In the Application Layer; 

· HTTP is Port Number 80

· FTP is Port Number 21

· Telnet is Port Number 23

· SMTP is Port Number 25

· DNS is Port Number 53

· TFTP is Port Number 69

· SNMP is Port Number 161

· RIP is Port Number 520

The TCP Transport layer consists of HTTP, FTP, Telnet. SMTP, DNS,

The UDP Transport Layer consists of DNS, TFTP, SNMP, and RIP.

The diagram shows how the port number connects the Application layer to the transport layer, ie it acts as a type of address.

Graphic two is a table showing the Reserved TCP and UDP Port Numbers. They are as follows fully describe here http://www.iana.org/assignments/port-numbers, and a stripped down version is included in the document “well known ports.doc”
11.2.1 Introduction to TCP/IP Application Layer.

This page has one graphic.

It shows the TCP/IP 4 layer model and expands the application layer to show some of the common application layer protocols. Remember, these are the protocols, not the application. Eg the application layer contains the Hyper Text Transfer Protocol but not the web browser. The browser talks to the application layer using HTTP as the “language”.

File Transfer

· TFTP*

· FTP*

· NFS

Email

· SMTP

Remote

· Telnet*

· rlogin

Network Management

· SNMP*

Name Management

· DNS*

* Used by the router

11.2.2 DNS

This page has one graphic.

Graphic one is a table listing the Application Layers. They are as follows:

Word Wide Generic Domains.

COM – This domain is intended for commercial entities, that is companies. This domain has grown very large and there is concern about the administrative load and system performance if the current growth pattern is continued. Consideration is being given to subdividing the COM domain and allowing future commercial registrations in subdomains.

EDU – This domain was originally intended for all educational institutions. Many universities, colleges, schools, educational services organizations, and educational consortia have registered here. Most recently, a decision has been made to limit further registration to four year colleges and universities. Schools and two year colleges will be registered in the country domains (see U.S. Domain, especially k-12 and CC below).

NET – This domain is intended to hold only the computers of network providers, that is the NIC and NOC computers, the administrative computers, and the network node computers. The customers of the network provider would have domain names of their own (not in the NET Top Level Domain TLD).

ORG – The domain is intended as the miscellaneous TLD for organizations that do not fit anywhere else. Some non-government organizations may fit here.

INT – This domain is intended for organizations established by the international treaties, or international databases.

United States Only Generic Domains GOV - 

This domain was originally intended for any kind of government office or agency. More recently, a decision was made to register only agencies of the U.S. federal government in this domain. State and local agencies are registered in the country.

MIL – This domain is used by the U.S. military.

Example Country Code Domain US – An example of country domain, the US domain provides for the registration of all kinds of entities in the United States on the basis of political geography, that is a hierarchy of “<entity-name>.<locality>. <state code>. US”. For example, “IBM.Armonk.NY.US.” In addition, branches of the US domain are provided within each state for schools (K-12), community colleges (CC), technical schools (TEC), state government agencies (STATE), councils of governments (COG), libraries (LIB), museums (MUS), and several other genetic types of entities.

Please refer to the DNS document for more detail.

11.2.3 FTP Application

This page has one graphic.

Graphic one is a screen capture of the WS FTP client application.

11.2.4 URL

This page has one graphic.

Graphic one is a table of the URL. They are as follows:

http:// - Identifies to the browser what protocol should be used.

www. – Identifies the hostname or name of a specific machine.

cisco.com – Represents the domain entity of the website.

/edu/ - Identifies the folder where the Web page is located on the server. Also, since no name is specified, the browser will load the default page identified by the server.

Please note: This figure identifies the parts of a standard Uniform Resource Locator (URL) address.

11.2.5 Email-Message Path.

This page has one graphic.

Graphic one is a diagram illustrating the E-Mail Message Path. It illustrates that when an email is sent from a host (client) it goes to the mail server. The mail server then determines how to deliver the mail to the receiver.

When sending an e-mail message, the process that is followed is to send the letter to the post office where the user belongs. The user then picks up the e-mail from the post office.

11.2.6 SNMP-Managed Network.

This page has one graphic.

Graphic one is a diagram illustrating the SNMP-Managed Network. It illustrates that the managed device has an agent running that communicates with the management database resident on that device. The agent then communicates to the management entity (usually a server of some kind) The management entity also queries the agent for required information.

11.2.7 Telnet.

This page has one graphic.

Graphic one is a screen capture of a telnet client. We will be using terraterm and a lab is available in CCNA 2 that will cover this in detail..

A Telnet session starts like any other communication program, with an address to connect to a host computer. The address may be an IP address, such as 192.168.10.11, or a domain name.

11.3.1 Module 11 Summary.

No useful graphic.

End of module.

