Cisco Discovery 4 Module 2 Picture Descriptions

2.0 Chapter Introduction

2.0.1 Introduction

2 Diagrams
Diagram 1, Slideshow

Slide 1 text “Innovative network technologies can improve our lives and create unique experiences.”
Slide 2 text “Businesses are looking to network designers to integrate these innovations into their existing communication networks.

Slide 3 text “By taking a lifecycle approach to implementing and managing the network new technologies can be deployed without disrupting the operation of the business.

Slide 4 text “Using hierarchical network design principles and an organized design methodology , designers create networks that are both manageable and supportable.
Diagram 2, Download pdf files (see Instructor)

2.1.1 - The Lifecycle of a Network
2 Diagrams

Diagram 1, textual

Selecting buttons displays the text below:

The Prepare Phase: During the Prepare phase of the lifecycle, organizations create a business case for the network upgrade. This includes how the network can support the goals of the organization, as well as the financial justification for adding new technologies and services.  The Prepare Phase can establish a financial justification for network strategy by assessing the business case for the proposed architecture.
The Plan Phase: The Plan Phase involves identifying initial network requirements based on goals, facilities, user needs, and other factors. This phase involves characterizing sites and assessing any existing networks. It also includes performing a gap analysis to determine whether the existing system infrastructure, sites, and operational environment are able to support the proposed system. A project plan is useful to help manage the tasks, responsibilities, critical milestones, and resources required to implement changes to the network. The project plan should align with the scope, cost, and resource parameters established in the original business requirements.

The Design Phase: The initial requirements that were derived in the Plan Phase drive the activities of the network design specialists. The network design specification is a comprehensive, detailed design that meets current business and technical requirements. It incorporates specifications to support scalability, availability, security, and manageability. The design specification is the basis for the implementation activities.
The Implement Phase: After the design has been approved, implementation (and verification) begins. The network is built, or additional components are incorporated, according to the design specifications. The goal is to integrate devices without disrupting the existing network or creating points of vulnerability.

The Operate Phase: Operation is the final test of the appropriateness of the design. The Operate Phase involves maintaining network health through day-to-day operations, including maintaining high availability and reducing expenses. The fault detection, correction, and performance monitoring that occur in daily operations provide initial data for the Optimize Phase.

The Optimize Phase: The Optimize Phase involves proactive management of the network. The goal of proactive management is to identify and resolve issues before they affect the organization. In the PPDIOO process, the Optimize Phase may prompt a recommendation for network redesign. Redesign may be necessary if too many network problems or errors arise, if performance does not meet expectations, or if new applications are identified to support organizational and technical requirements.
Diagram 2, Image

No Useful information contained in this image.

2.1.2 - The Network Lifecycle Prepare Phase
1 Diagram, Textual

1) Purpose of the Project: How project meets company business goals Main benefits and risks Success measurements 
2) Cost/benefit Analysis: Options to meet business goals Non-financial benefits 
3) Sourcing Options: Sources required for services (outside vendors, network installation companies, etc.) Purchasing procedures 
4) Budgeting Affordability and funding sources (internal and external) for whole project at once or over a period of time 
5) Project Management Project plan and roles 
Timeline 
Major risks and plan to minimize impact 
Emergency plans if project not accomplished 
Skills and personnel requirements
2.1.3 - The Network Lifecycle Plan Phase
2 Diagrams

Diagram 1, Textual

Assessment Area Examples

Environmental:

· Potential electrical issues

· Space issues in racks/wiring closets

· UPS or backup power issues

· AC issues with additional equipment

· Adequate cabling infrastructure

Personnel:

· Adequate number of staff for maintaining planned upgrade

· Technical knowledge level of staff adequate or staff needs training

Diagram 2, Hands on Lab

2.1.4 - The Network Lifecycle Design Phase
2 Diagrams

Diagram 1, Relational

Diagram displays the stadium network physical connections. There are several network blocks;

Stadium LAN

Team Services LAN

Vendor Services LAN

VIP LAN

 Each of the above blocks connects to their own switch which in turn connects to the edge router. The edge router connects to an ISP (ISP1). Additionally, 2 external networks exist, Ticket sales office and Vendor (souvenir shop) These connect to their own ISP (ISP 2 & 3 respectively) and an to the internet using VPN over DSL)

The Stadium LAN contains Webservers, DNS, e-Commerce and accounting servers.

The Team Services LAN contains Payroll & Accounting servers

The Vendor Services LAN contains an Accounting server

Diagram 2, Activity

Answer 3 multi choice questions.

What Network Lifecycle phase includes a site and operations assessment?

A: Design

B: Implement

C: Plan

D: Prepare

What Network Lifecycle phase supports development of the business case?

A: Design

B: Implement

C: Plan

D: Prepare

What Network Lifecycle phase produces the installation plan?

A: Design

B: Implement

C: Plan

D: Prepare

2.1.5 - The Network Lifecycle Implement Phase
2 Diagrams

Diagram 1, Image

Contains no useful information

Diagram 2, Activity

Match the following terms to the definitions

A: Document outlining the tasks, problems, responsibilities, timeline, and resources required to complete a project.

B: Document outlining a specific project, its requirements, and the purchasing and installation processes. Used to obtain bids from outside vendors/companies to complete the work.

C: Document outlining reasons for financial investment for a project and the resulting benefits.

D: Six-phase approach to designing, installing, and optimizing a network.

1: Business case

2:  request for Proposal (RFP)

3: Network Lifecycle

4: Project Plan

2.1.6 - The Network Lifecycle Operate Phase
2 Diagrams

Diagram 1, Image

Contains no useful information

Diagram 2, Hands on Lab

2.1.7.0 - The Network Lifecycle Optimize Phase
2 Diagrams

Diagram 1, Textual

To learn more about Cisco Lifecycle Services, visit cisco.com. http://www.cisco.com/en/US/products/ps6890/serv_category_home.html
Diagram 2, Activity

Determine if an action is part of the Prepare, Plan, Design, Implement, Operate, or Optimize Phase of the network lifecycle.
Identify devices, potential difficulties, and critical tasks.

Resolve issues discovered during testing.

Determine network requirements.

Compare user experience and deployment with the project goals.

Bring network into service.

Create network plans and prototypes.

2.2.1 - Respond to a Customer Request for a Proposal or Quote
1 Diagram, textual

Cover Letter: Document prepared on the company letterhead that includes:

- All relevant contact information for the company

 - Name of main contact person for the project and other appropriate staff

 - Phone numbers and fax numbers for company and personnel listed

-  A brief, concise summary of the proposed project

Executive Summary: Section that includes:

- Definition of the problem or requirements of the customer

- Recommended solution and its value or benefit to the customer

- Reason why your company is the right one to do the job 

Proposed Solution: Section that includes but is not limited to:

-Detailed descriptions of solution 

-Project management team and timeline (with explicit tasks and dates if possible)

-Cutover or Turn-over schedule 

-On-site or remote support details relating to type of support and time period available 

-Warranty information identifying:

  - What items are covered

  - The length of coverage

  - The procedure for repair or replacement

  - Timeline for response

  - Repair commitment for problems identified 

-Description of what is considered a major or minor problem 

-Emergency installations or responses if a disaster happens 

-Responsibilities of company regarding interatction relating to ISP or service level agreement with the ISP 

-Environmental or facility upgrade requirements and who is responsible 

-Any terms and conditions for damage by company, equipment or personnel to customer's site

Proposed cost: Section with budget details that may include but is not limited to:

-Software and application components

-Hardware components and interfaces

-Licensing required

-Fees or permit costs

-Training charges

-Warranty, maintenance, and support costs

-Labor cost per hour or flat fees related to staff working on project

-Travel expenses if applicable

-Telecommunication service provider charges for changes and upgrades

-Specific tools or equipment required to complete the job

-Removal or disposal costs if applicable

-Costs related to equipment rental such as forklifts needed for implementation

-Electrician charges

-Methods of payments including leasing options if appropriate

-Final payment method after acceptance
Signature Page: Section of proposal that is signed by customer representative with authority to accept the project.

Appendices: Section with additional information supporting proposal that may include:

-Detailed lists of equipment and services

-Diagrams and forms related to equipment and services list

-Background company information which may include items such as:

  - Size of company as it relates to total number of employees and revenues earned

  - Services and products the company provides

  - Reference list of previous customers for projects similar to the current RFP 

  - Brief biographies of employees who will be working on the project including their education<br>    and certifications

  - The insurance and liability coverage of the company relating to projects

  - Identification of outside vendors, if the company plans to use subcontractors, as part of the service and product structure

2.2.2 - Attend a Pre-bid Meeting
1 Diagram, Image

No useful information

2.2.3 - Explain the Request for Proposal (RFP)
1 Diagram, Textual

Websites are an additional media used for RFPs. Text shows an example.

StadiumCompany Request for Proposal

Applications will be accepted on or before December 1, 200X.  Proposals may be mailed or hand delivered.

Submit a signed original and one copy to:

Mr. Stewart

1 City Plaza, Suite 900

City, State Zip

Attn:  Stadium Improvement Project

For more information call (999) 999-9999

Formatting requirements:

1.Cover sheet on company letterhead that includes all relevant contact information, including the name of the contact person, their phone number and fax number and a brief concise summary of your proposed project.

2.Proposal with one-sided, single-spaced pages that include the following sections:

A.Executive Summary Section

B.Proposed Solution Specifications Section

· Business Goals 

· Project Scope 
· Design Requirements 

· Current Network Evaluation 

· Logical Design 

· Physical Design 

· Implementation Plan 

· Proof of Concept 

C. Proposed Cost section

D. Signature page

E. Appendixes

3.Company qualifications, including background, primary mission and history

4.Appendices (include the following as attachments):

· Bonding and insurance information

· Latest financial statements, and current general operating budget

· Letters of reference from previous customers.

2.2.4 - Explain the Request for Quote (RFQ)
2 Diagrams

Diagram 1, textual

Organisational Overview: This section of an RFQ contains background information on the company issuing the RFQ. It provides some insight into what type of business the RFQ is for.

Required Deliverables: This section of an RFQ describes what the end product of the project must be. For example, the company issuing the RFQ is looking for a company to install an 1841 router or similar device. The deliverables section would include the device type and the scripting that may be required (VLANs, etc.).

Assumptions/Agreements: This section describes the terms of the project, such as project budget, submission date, the types of support the company will provide to the contractor, the process used to approve services and materials, etc. By submitting a response to an RFQ, the contractor or designer agrees to the terms in this section.
Diagram 2,  Activity

Match the characteristics to the RFQ component.

A: the project budget

B: description of the end product of the project

C: background information on the company

D: the type of devices used in the implementation

E: the support the company will provide to the contractor

F: type of business

1: Organizational Overview
2: Required Deliverables
3: Assumptions/Agreements
2.2.5 - Explain the Role of the Account Manager
2 Diagrams

Diagram 1, Image

Contains no useful information

Diagram 2, Image

Contains no useful information

2.2.6 - Explain the Role of the Pre-Sales Systems Engineer
1 Diagram, Image

Contains no useful information

2.2.7 - Explain the Role of the Network Designer
2 Diagrams

Diagram 1, Image

Contains no useful information

Diagram 2, Image

Depicts a complex network. Not relevant to text.

2.2.8 - Explain the Role of the Post-Sales Field Engineer
2 Diagrams

Diagram 1, Image

Contains no useful information

Diagram 2, Activity

Match the Role to the description:

A: Post-sales field engineer

B: Account manager

C: Pre-sales systems engineer

D: Network designer
1: Budgets for projects and negotiates contracts

2: Identifies current problems, assists the designer during surveys

3: Plans, creates, and implements a design, anticipates effects of changes

4: Supports customer training, resolves technical problems
2.3.1 - Working with the Customer
1 Diagram, list

Diagram depicts a list of Good Interpersonal Skills
Positive attitude

Good communication skills

Courteous

Flexible

Trustworthy

Teamwork

Self-directed

Disciplined

Motivated
2.3.2 - Defining the Customer
2 Diagrams

Diagram 1, relational

Diagram depicts a series of overlapping circles, displaying the different customers of the Stadium project. They are;

Team Management

Players

Stadium Management

Luxury Suites

Vendors

Consultants and Contractors

Board Members

Security

Sales

Press/TV

Team Management
Diagram 2, Hands on Lab

2.3.3 - Identifying Business Goals and Priorities
2 Diagrams

Diagram 1, List

Diagram depicts a man at a whiteboard, a list is displayed. Once the whiteboard is clicked the goals are prioritised as below:

Prioritising Business Goals

Provide better atmosphere and safety for people attending events. 30%

Reduce costs by consolidating the separate voice, video and data networks 25% 

Provide better customer service by improving the access to the web site for viewing of schedules, purchasing and printing of tickets, and purchasing of merchandise. 25%

Support the growth of the stadium company as it expands and adds new types of entertainment, new partners and vendors. 20%
Diagram 2, Hands on Lab

2.4.1 - Defining Technical Requirements
3 Diagrams

Diagram 1, List

A business goal that must be met by the new design: 
Reduce costs by consolidating the separate voice, video and data networks. 
Changes in network functionality that are necessary for the business to meet the goal: 
· Improve scalability 
· Provide high availability and Quality of Service 
· Increase security 
· Simplify management 
Technical requirements to implement each change: 
· Create hierarchical network for scalability and reliability. 
· Mark and classify traffic to provide QoS. 
· Create redundant paths to ensure availability. 
· Add stateful firewalls and intrusion prevention. 
· Filter traffic at appropriate locations. 
· Create a management network and install management software.
Diagram 2, List

Prioritizing Technical Requirements

Increase availability and performance 40%

Improve security 30%

Improve network scalability 20%

Simplify network management 10%
A more information text box is included:

Availability and Performance:

Support 24 x 7 network availability for web-enabled applications.

Support 24 x 7 network availability for security applications.

Support 24 x 7 network availability for the telephone system.

Improve transaction-processing time to less than 3 seconds.

Provide high-quality voice and streaming video.

Guarantee quality of service.

Security:

Improve security with the addition of filtering, firewalls, and IDS.

Centralize servers and management.

Provide wireless security.

Scalability:

Support 50% growth of the proposed network in number of users and sites within the next two years.

Support 75% growth of the proposed network in wireless coverage area.

Support 75% growth of the proposed network in e-commerce traffic.

Manageability:

Maintain the new network with existing personnel.

Provide reporting and management tools.

Diagram 3, Hands on Lab

2.4.2 - Identifying Constraints
2 Diagrams

Diagram 1, Image

No useful information

Diagram 2, Hands on Lab

2.5.1.0 - Using the Top Down Design Approach
1 Diagram, Table

Comparison of Two Design Approaches
Top Down Approach

Benefits

· Incorporates organizational requirements

· Gives the big picture to organization and designer
Disadvantages

· Requires more time up front before creating network design

· Is not an approach that is familiar to many network designers
Bottom up Approach

Benefits

· Allows a quick response to a design request 

· Facilitates design based on previous experience
Disadvantages

· Implements solution with little or no notion of actual organizational requirements

· May result in inappropriate network design
2.5.2 - Monitoring Network Operations
3 Diagrams

Diagram 1, Relational

Diagram depicts a network with text describing management used on each device. There are 2 LANS connected to switches. The switches are managed by SNMP and Syslog agents. These 2 switches connect to to a multi layer switch, managed with SNMP and Syslog agents. Also attached are web servers with a syslog agent and a syslog server. On another port of the switch are the NMS using SNMP to monitor and manage network devices. NMS also receives Syslog messages from network devices and centralized management information database. The switch also connects to the routers connecting to the internet, these routers are also managed with SNMP an Syslog agents.

Diagram 2, Image

Screen capture of a network management tool.

Diagram 3, Hands on Lab

2.5.3 - Tools for Network Monitoring
2 Diagrams

Diagram 1, Image

Diagram contains rollover explanations of SNMP elements

Management Agent

Software installed on network devices managed by SNMP
Management Information Base
A standardized database that a device keeps about itself concerning network performance parameters
Management Station
A computer, with the SNMP management application loaded, which is used by the administrator to monitor and configure the network
Network Management Protocol

The communication protocol used between the management station and the management agents
Diagram 2, Hands on Lab

2.6.1 – Summary
1 Diagram, summary buttons

Slide 1, image

Cisco Lifecycle Services is a six-phase approach to deploying and operating Cisco technologies. The six phases of the network lifecycle are: Prepare Plan Design Implement Operate Optimize In the Prepare phase, the business goals of the project are identified and a business case is created to justify the installation of the network upgrade. During the Plan phase, the network designer performs a comprehensive site and operations assessment of the current network. A project plan is created that includes the tasks, timelines, risks, responsibilites and the resources required to complete the network design project.
Slide 2, Image

In the Design phase, the designer creates a flexible design that can integrate new technologies into the current operations and existing network infrastructure. During the Implement phase, the network is built according to the approved design specifications and tested to ensure it meets the business goals and requirements. The Operate and Optimize phases of the network lifecycle are ongoing and represent the day-to-day operations of the network. Optimizing a network is a continuous process that identifies and resolves potential weaknesses before they become problems for network operations.

Slide 3, Image

Includes sample RFP from earlier section

Requests for Proposal (RFP) and Requests for Quotations (RFQ) solicit proposals from networking contractors to provide design services, equipment, installation and support. RFPs and RFQs provide information as to a company's business goals, requirements for new technologies and outline the process to follow to submit a proposal. Following the required format and schedule is critical to submitting a successful proposal to provide network services. A team of individuals from the networking contractor respond to the customer's request. This team includes an account manager, pre-sales system engineers, network designers and post-sales field engineers.
Slide 4, Image

Account managers serve as the primary point of contact between their customers and the networking contractor. Pre-sales system engineers are responsible for assisting the account manager to determine the need for upgrades or additions to the current network. They assist the network designers to ensure that the new equipment and services can integrate into the existing network. Network designers provide customers with a network design that meets the customer requirements for scalability, availability, security and manageability. Post-sales field engineers are responsible for the smooth installation of the network upgrade and ensure that the network functions as designed. All members of the networking contractor staff must demonstrate effective interpersonal skills in order to instill confidence in their abilities to provide the necessary network services.
Slide 5, Image

Factors that limit the ability of the business to incorporate new technology include the amount of the budget, policies, schedules and the availability of qualified personnel. Constraints can and do affect the network design and need to be considered early in the design process. Top-down network design strategies have the best chance to succeed because the designers take into account the business goals of the customer before selecting technology solutions. Bottom-up design strategies start with the selection of equipment and technologies, and then determine how to incorporate them into the network. A primary technical requirement for any network is the availability of qualified support personnel. To simplify ongoing network operations, network monitoring and management software should be part of network design.
2.6.2 - Critical Thinking
1Diagram, Activity

Scenario: The XYZ insurance company has 350 agent offices around the United States. Each agent office has a Frame Relay link to corporate headquarters. Because of corporate policy, the bandwidth of the agent links is determined by and paid for by the agents working in the offices. The agents use the network connection primarily to access various database systems at headquarters and also for e-mail and Internet access. XYZ has budgeted $5 million to upgrade their outdated network infrastructure at headquarters to a fully redundant Gigabit and Fast Ethernet LAN. The management believes the upgrade will reduce long-term network costs and improve the scalability, availability, security and manageability of the LAN infrastructure. The company is starting a recruiting effort that it hopes will result in the addition of 200 new agent offices in the next three years. The company needs higher capacity to meet the potential demand of the new agents. The project must be completed in three months because of the anticipated demands of a new E-Commerce system, which will increase revenue, and a new customer service system, which will improve customer satisfaction. The existing LAN equipment is from a non-Cisco vendor although the WAN infrastructure is a complete Cisco solution. The company wants the LAN to be a complete Cisco solution as well, in part because they hope to save costs of operating the LAN with a single vendor solution. The company outsources its IT staff. The Cisco WAN is managed remotely. The IT staff that work on-site have limited training in Cisco networking. The company's web site is also outsourced. Even though the management is outsourced, the servers are located at headquarters and connect directly to the LAN because of XYZ company's policy is that all company data must be physically stored in company facilities. The insurance database systems use Oracle on Unix servers with custom-developed client software. The e-mail system is based on Eudora email client software.
Qusetions (4)

1: Which two business goals of XYZ Insurance apply to this network design project? (choose 2)

increased customer satisfaction from the new customer service 

equipment vendor 

increased performance from Gigabit Ethernet 

increased scalability of database 

reduced costs from managing the LAN

2: Which two items are business constraints imposed by the XYZ insurance company on this new network design project? (Choose two.) 

a high-performance LAN 

existing non-Cisco LAN 

outsourced IT 

the Eudora e-mail system 

$5 million budget
3: Which two are technical requirements of XYZ Insurance with regard to this network design project? (Choose two.) 

increased usage of the Oracle 

increased availability and performance of the new network  

a simplified, manageable network 

increased profitability due to reduced costs 

increased customer satisfaction

4: Which constraint imposed by XYZ Insurance on this network design project affects the ability of the design to meet the technical requirements reliability of the Eudora e-mail system 

5 million budget

experience of IT staff

three months completion date 

transition from outdated infrastructure to gigabit Ethernet

