Cisco Discovery 1 Module 8 Picture Descriptions

8.0 - Basic Security

8.0.1 Introduction

Slideshow

Slide one text “All over the world, people use networks to exchange sensitive information with each other.”

Slide two text “People purchase products and do their banking over the Internet. We rely on networks to be secure and to protect our identities and our private information.”

Slide three text “Network security is a shared responsibility that each person must accept when they connect to the network.”

Slide four text “In this chapter, you will learn about the threats that exist on the network and how you can do your part to protect your computers and information.”

Slide five text “After completion of this chapter, you should be able to: 

Identify and describe the various networking threats. 

Identify different methods of attack. 

Describe security procedures and applications. 

Describe the features of a firewall and how it can be used to protect against an attack.”

Module 8.1 - Networking Threats
8.1.1 - Risks of Network Intrusion

Two Diagrams

Diagram 1, Image

Risks of Network Intrusion
The picture depicts different types of types of theft, which can occur due to Network intrusion including Information Theft, Identity Theft, Disruption of Service, and Data loss and Manipulation. There is also a brief description of the above terms as follows

Information Theft
Breaking into a computer to obtain confidential information. Information can be used or sold for various purposes. Example: Stealing an organization's proprietary information, such as research and development information.
Identity Theft
A form of information theft where personal information is stolen for the purpose of taking over someone's identity. Using this information an individual can obtain legal documents, apply for credit and make unauthorized online purchases. Identity theft is a growing problem costing billions of dollars per year.
Data Loss and Manipulation
Breaking into a computer to destroy or alter data records. Examples of data loss: sending a virus that reformats a computer's hard drive. Examples of data manipulation: breaking into a records system to change information, such as the price of an item.
Disruption of Service
Preventing legitimate users from accessing services to which they should be entitled. Examples: Denial of Service (Do's) attacks to servers, network devices or network communications links
Diagram 2, Activity

Risks of network Intrusion

Match the type of security threat described with the associated threat.

Threats – 

A: Identity Theft

B: Information Theft

C: Disruption of Service

D: Data Manipulation.

E: Data Loss

1. Stealing an automotive engine design from a competitor.

2. Obtaining personal information to impersonate another and obtain credit.

3. Destroying database records on a computer hard drive.

4. Changing the grade received for a university course from a C to an A in the student records database.

5. Overloading a web server to reduce the performance preventing legitimate users from accessing it.

8.1.2 - Sources of Network Intrusion

One Diagram

Diagram 1, Image

Sources of Network Intrusion

The picture depicts two types of Network attack, including an Internal attack, and an External Attack.

External Attack

The picture depicts a Server (www.xyzcorp.com) situated at xyz corp., and a Hacker working from his home. The hacker connects to the server via the Internet, and performs an attack on the Server causing it to stop working or become unavailable.

Internal Attack

The picture depicts the XYZ Corp Internal Network. There are three Hosts connected via a Switch. A hacker working from inside the building is attempting to access the network via the Switch. There is a speech bubble, which says "Top Secret" above the hacker.

8.1.3 - Social Engineering and Planning

Two Diagrams

Diagram 1, Image

Social Engineering and Planning

The picture depicts an example of social engineering. A social Engineer phones an unsuspecting employee from XYZ Corp to obtain their Username and Password to infiltrate the XYZ Corp. Network.

There are Speech bubbles, which say:

Social Engineer "Hi this is Amy from the help desk. We need to upgrade the software on your computer after work hours. What is your user ID and password? You can change the password tomorrow when you log in.".

Employee (XYZ Corp) "Ok, my user ID and password are..."

Diagram 2, Image

Social Engineering and Planning

The picture depicts an example of phishing (note spelt p h not f). The hacker is phishing the Internet for peoples Bank details.

There is a message box, which says:

"Banco Official: Please click on the link below and verify your checking account number and access code for our records www.bancobogus.com".

 8.2 – Methods of Attack
8.2.1 – Viruses, Worms and Trojan Horses

3 Diagrams

Diagram 1, Image

The diagram depicts three desktop computers each being attacked with a different method of infiltration.  The first computer shows a virus on the screen.  The second shows a worm and the third shows a Trojan horse.

Diagram 2, Flash Play file/ animation
The diagram depicts a box with the invitation, “Space Wars 3000, The Ultimate Intergalactic Game.”  There is a radio button for to press, it says, “Click here to play.”  When you click on this button, the software begins a format of the hard disk drive.  The image is trying to outline the danger of executing software that you download from the Internet or receive as a transmission attached to an email.

Diagram 3, Activity

Determine if the user has been infected with a virus, a worm or a Trojan horse.  Examine the scenario’s below and match the different infection types.

1. Eliseo opened an email sent to him by his brother, Lomiel. A few hours later, Eliseo received several phone calls from friends saying that they received emails from him that he did not knowingly send. 

2.  Noah downloaded a file from the Internet. Shortly after he opened the file, his hard drive crashed and he lost all information on his computer.

3. Safa was surfing the Internet when a program appeared claiming that she had won a prize. When she clicked to see what prize she had won, a program was installed on her computer unknowingly to her. The program installed allowed an intruder access to her hard drive and personal information. 
8.2.2 – Denial of Service and Brute Force Attacks

3 Diagrams

Diagram 1, Image

The diagram depicts a man sitting in front of his computer, and has been labeled the D DoS Attacker (note double D).  He is connected to the Internet cloud and on the other side of the cloud is another user.  The female user Is sitting in front of her computer working in a business environment.  There are two other computers directly connected to the Internet cloud as well as a web server at www.xxyzcorp.com.

A speech bubble appears over the man, it says, “I will send so many pings that the server can’t respond to anyone else.” The server responds, “Help, I can’t accomplish any work!!.” The legitimate user states “This website is very slow today”

Diagram 2, Image

The diagram depicts a man sitting in front of his computer, and has been labeled the DoS Attacker.  He is y connected to the Internet cloud and on the other side of the cloud are two other users. There are two other computers connected to the Internet cloud as well as a web server at www.qzxbank.com 

A speech bubble appears over the head of the man that has been labeled “DDoS Attacker.”  Inside the bubble the man say’s, ” I have infected computers across the internet with the DDoS code.   I will activate them all now.”  The two other worker on the network have the DDoS code activated and start transmitting packets to the QZX bank server. The server responds with the speech bubble, “ I am overloaded with to much traffic.”

Diagram 3, Activity

This activity is inaccessible. The activity asks the student to attempt to establish a TCP connection to the web server during a Denial of Service attack. The activity requires you to start the DoS Attack by pressing the Start button and then quickly pressing the PCs located on the Inside network to try to establish a connection.  The attempts are futile and the end result is a box indicating that it say’s, “ Frustrating isn’t it?  Now you can understand the effectiveness of the DoS Attack.”

8.2.3 – Spy-ware, Tracking Cookies, Ad-ware and Pop-ups

2 Diagrams

Diagram 1, Image

The diagram depicts two situations.  

The first is spyware. The diagram depicts a computer connected to the Internet and an intruder captures information via the spyware application. For example:

IP address

Computer name

User names

Websites visited

Financial accounts

Passwords

The intruder uses this captured data to gain information about you, this is called SPYWARE. 

The second situation deals with cookies. Your computer keeps cookies from web sites visited as an identification mark to recognize you if you visit the site at a later date. The caption states “Hi Allen, Welcome back to our website! Here are our special sale items for today”

Diagram 2, Image

The diagram depicts a desktop computer with several web pages open on the screen resulting from pop-ups and pop-unders.

8.3.1 –Spam

1 Diagram, animation

Animation depicts a spammer’s computer connected to an Open Relay Mail Server. A dozen computers are also connected to this mail relay. The spammer sends one copy of the mail to this server and the relay passes it o to all connected computers.
8.3 – Security Policy

8.3.1 – Common Security Measures

Two Diagrams

Diagram 1, Tabular

Security Policy
Identification and Authentication Policies

· Specifies authorized persons that can have access to network resources and verification procedures.

· This includes physical access to wiring closets and critical network resources such as servers, switches, routers and access points.

Password Policies

· Ensures passwords meet minimum requirements and are changed regularly.

Acceptable Use Policies

· Identifies network applications and usages that are acceptable.

Remote Access Policies

· Identifies how remote users can access a network and what is accessible via remote connectivity.

Network Maintenance Procedure

· Specifies network device operating systems and end user application update procedures.

Incident Handling Procedures

· Describes how security incidents will be handled.

Diagram 2, Image

Diagram depicts several security tools.

Firewall
A security tool that controls traffic to and from a network (picture of a wall).

Spam Filter

Software installed on an end-user workstation or server to identify and remove unwanted emails (picture of a spam email with a redline through it). 

Patches and Updates
Software applied to an OS or application to correct a known security vulnerability or add functionality (a picture of a fabric patch)
Anti-spyware
Software installed on an end-user workstation to detect and remove spyware and adware (picture of a pair of binoculars).
Pop-Up Blocker

Software installed on an end-user workstation to prevent pop-up and pop-under advertisement windows from displaying (picture of a browser window with a reline through it).

Anti-virus

Software installed on an end-user workstation or server to detect and remove virus, worms and Trojan horses from files and email (picture of a virus infected computer with a redline through it). 

8.3.2 – Updates and Patched

Single Diagram

Diagram 1, Image

Screen shot of the Windows automatic update panel. It shows the automatic updates radio button selected. It also shows that the computer is instructed to check every day at 3 am for new updates.

8.3.3 – Anti-virus Software

Two Diagrams

Diagram 1, Image

A screen shot showing a fatal exception (the Windows blue screen of death). 

Diagram 2, Image

A screen shot showing AVG free edition – content centre. 

8.3.4 – Anti-spam

Two Diagrams

Diagram 1, Image

A PC sends a spam email to a mail server, which blocks the spam from reaching the attached computers.

Diagram 2, Image

A PC with an open mail message on the screen, email reads:

From: Ivan 

To: Huge number of people

WARNING! A terrible virus will attack on Friday and will reformat your hard drive. Please back up all of your data to be safe and forward this email to everyone you know. 
8.3.5 – Anti-spyware

Two Diagrams

Diagram 1, Image

A screen shot of the application spybot – Search & Destroy.

Diagram 2, Activity

Identify the purpose of each security tool as either 

A: Anti-spyware

B: Patches and Updates

C: Spam Filter

D: Pop-up Blocker

E: Anti-virus

Software installed on an end-user workstation or server to detect and remove viruses, worms and Trojan horse from files and email.

Software installed on an end-user workstation to detect and remove spyware and adware.

Software installed on an end-user workstation or server to identify and remove unwanted emails. 

Software applied to an OS or application to correct a known security vulnerability add functionality.

Software installed on an end-user workstation to prevent pop-up and pop-under advertisement windows from displaying.

Module 8.4 - Using Firewalls
8.4.1 - What is a Firewall?

Two Diagrams

Diagram 1, Image

What is a Firewall?

The picture depicts a Firewall. There is a PC, which connects to the Internet. A Brick Wall is in the centre of the connection from the PC to the Internet. The wall has a small hole in it, which allows the connection from the PC to get to the Internet. There are multiple connections from the Internet, which have been blocked by the brick wall.

Diagram 2, Image

What is a Firewall?

The picture depicts several devices with inbuilt Firewalls. 
Cisco Security Appliances
Dedicated firewall devices with specialized computers that do not have peripherals or hard drives. Appliance-based firewalls can inspect traffic faster and are less prone to failure.
Server-Based Firewall
Firewall applications that generally provide a solution that combines an SPI firewall and access control based on IP address or application. Server based firewalls can be less secure than dedicated, appliance-based firewalls because of the security weaknesses of the general purpose OS.
Linksys Wireless Router with Integrated Firewall
Most home integrated routers have built-in basic firewall capabilities that support packet, application and web site filtering. Higher-end routers that run special operating systems like Cisco Internetwork Operating System (IOS) also have firewall capabilities that can be configured.
Personal Firewall
Client-side firewalls that typically filter using SPI. The user may be prompted to allow certain applications to connect or may define a list of automatic exceptions. Personal firewalls are often used when a host device is connected directly to an ISP modem. It may interfere with Internet access if not properly configured. It is not recommended to use more than one personal firewall at a time since they can conflict with one another.
8.4.2 - Using a Firewall

Four Diagrams

Diagram 1, Image

Using a Firewall

The picture depicts the use of a Firewall to allow and block traffic. There are three parts to the Network, an Internal, an External and DMZ.

Internal

The Internal network has two hosts and one FTP Server, which are connected to a Switch. The switch is connected to a Router, which is acting as a Firewall

External

The External network has a Router, which is acting as a firewall. The Router connects to the Internet

DMZ

The DMZ is the area between the Internal Router and External Router. There is a Switch, which connects the two Routers together. There is a WEB Server connected to the Switch 

A WEB request is sent from one of the Hosts within the Internal Network. The WEB request is sent to the Switch and forwarded to the Internal Router The Router has a speech bubble, which says "This request is permitted". The WEB request is then forwarded to the switch within the DMZ, and then to the WEB Server, The WEB Server has a speech bubble, which says "Got the request, I will send a response". The response is then forwarded back onto the Source Host.

A FTP request is sent from one of the Hosts within the Internal Network. The FTP request is sent to the Switch and then forwarded to the FTP Server. The FTP Server has a speech bubble, which says "Got the request, I will send a response". A response is then sent from the FTP Server to the Source Host.

A WEB request is sent from the Internet, The request is forwarded to the External Router, The External Router has a speech bubble, which says "This request is permitted", the packet is then forwarded to the WEB Server. The WEB Server has a speech bubble, which says "Got the request, I will send a response". A response is then sent from the WEB Server to the Source Host.

A FTP request is sent from the Internet. The request is forwarded to the External Router, The External Router has a speech bubble, which says "The request is permitted". The packet is then forwarded through the Switch to the Internal Router. The Internal Router has a speech bubble, which says "This request is denied", the packet is then dropped.

Diagram 2, Image

Using a Firewall

The picture depicts the use of one and two firewall configurations to allow and block traffic on the network.

One Firewall Configuration

There is two parts to this network

Internal

The Internal network has two hosts and one FTP Server, which are connected to a Switch. The switch is connected to a Router, which is acting as a Firewall.

The Router connected to the Internal network is also attached to the Internet,

this acts as a Firewall for traffic coming into the network from the Internet.

The Router to the Internal network and Internet also has a WEB Server attached, This allows traffic from the internet to access the WEB Server, and also allows traffic from the Internal Network to access the WEB Server.

Two Firewall Configuration

There are three parts to the Network, an Internal and an External and DMZ.

Internal

The Internal network has two hosts and one FTP Server, which are connected to a Switch. The switch is connected to a Router, which is acting as a Firewall.

External

The External network has a Router , which is acting as a firewall. the Router connects to the Internet

DMZ

The DMZ is the area between the Internal Router and External Router. There is a Switch, which connects the two Routers together. There is a WEB Server connected to the Switch 

Diagram 3, Image

Using a Firewall

The picture depicts the use of an Integrated Router on a network. All users from the Internet are able to access the internal WEB Server as the Integrated Router has been configured to allow this Server to be in the DMZ. The local computers (H1 and H2) are depicted as being on the internal network.

Diagram 4, Activity

Using a Firewall

Configure firewall settings using the Linksys GUI interface and use it to create a DMZ.

8.4.3 - Vulnerability Analysis

One Diagram

Diagram 1, Image

Vulnerability Analysis

The picture depicts a Circle (Internal Network), with a magnifying glass looking into it. Inside the circle there is a Router acting as a Firewall, Attached to the Router is a DMZ, with a WEB Server. Attached to the Router is a Switch, with two hosts and an FTP Server attached.

Diagram 2, Activity

Vulnerability Analysis

Research, download and install a Security Vulnerability tester and use it to determine weaknesses in a host and the network.

8.4.4 - Best Practices

One Diagram 

Diagram 1, Image

Best Practices

The picture depicts some tools, which can be used to protect networks including Anit-Virus Software, Patches and Updates, Popup Blockers, Anti-Spyware Software, Spam Filters and Firewalls. 

8.5 – Chapter Summary

8.5.1 – Summary

Single Diagram

Diagram 1, Slide Show

Slide 1
A Social Engineer sitting at her workstation says “Hi this is Amy from the help desk. We need to upgrade the software on your computer after work hours. What is your user ID and password? You can change the password tomorrow when you log in”

Unsuspecting employee at Xyz Corporation sitting on her workstation says “ok, my user ID and Password are….”

Slide 2
Three computers, one depicts viruses, one depicts worms and the last depicts Trojan horses.

Sinister looking character is collecting information via the internet from a computer. 

One computer has spyware on it and is sending its IP address, computer name, user name, websites visited, financial accounts and passwords. 

While another computer which has cookies is alerting a web server that its user has returned to a website “Hi Allen, welcome back to our website! Here are our special sale items for today”

One PC sends an email to an open relay mail server which forwards that email onto several other computers.

A DoS attacker thinks to himself while sitting planning his attack “I’ll send so many pings that the server can’t respond to anyone else.” He then sends his pings through the internet to a web server serving www.xyzcorp.com pages. The server thinks to itself “Help, I can’t accomplish any work.” Meanwhile another user sitting at her workstation, who is trying to access the web server, thinks to herself “this website is very slow today!”
Slide 3
Image shows a firewall, spam filter, patches and updates, anti-virus, pop-up blocker and anti-spyware. 

Slide 4
Image shows a firewall in use. 

