Cisco Discovery 1 Module 7 Picture Descriptions

 Module 7.0 – Wireless Technologies

7.0.1 – Introduction

1 diagram, slideshow

Slide one text “The human network is alive with people interacting while going about their daily lives.”

Slide two text “We want to stay connected, no matter where we are. Wireless network communication makes this possible.”

Slide three text  “In this Chapter, you will learn about wireless networks and how to provide secure wireless connectivity.”

Slide four text 

“After completion of this chapter, you should be able to:

- Describe wireless technology

- Describe the various components and structure of a wireless LAN

- Describe wireless security issues and migration strategies

- Configure an integrated wireless access point and wireless client”

7.1 – Wireless Technology
7.1.1 – Wireless Technologies and Devices

4 Diagrams

Diagram 1, Image

The diagram depicts the electromagnetic spectrum and its breakdown in terms of wavelengths and colour’s in the light spectrum.  These are listed below:

Gamma Rays: 10 to the minus 14 to 10 to the minus 12 metres

Colour: Violet - Indigo - Blue

Wavelength: 400nm-450nm(approx)
X-rays: 10 to the minus 12 to 10 to the minus 10 metres

Colour: Blue - Green

Wavelength: 450nm-520nm(approx)

Ultra-Violet Rays: 10 to the minus 10 to 10 to the minus 8 metres

Colour:  Green - Yellow

Wavelength: 520nm-580nm(approx)

Infra-red Rays: 10 to the minus 6 to 10 to the minus 4 metres

Colour: Yellow - Orange

Wavelength:  580nm-620nm(approx)

Radar:  10 to the minus 4 to 10 to the minus 2 metres
Colour Orange

Wavelength:  620mn-680nm(approx)

TV and FM Radio:  1 metre

Colour:  Orange – Red

Wavelength: 680nm-720nm(approx)

Shortwave:  10 to power of 2 metres

Colour:  Red

Wavelength:  720nm – 760nm(approx)

AM Radio:  10 to the power of 4 metres

Colour:  Deep Red

Wavelength:  760nm + (approx)

Diagram 2, Image

The diagram depicts a wireless handheld device such as a PDA, communicating with a desktop PC.  This is achievable by Wireless LAN (WLAN) functionality built into the PDA and a wireless network card installed in the desktop PC.
Diagram 3, Image

The diagram depicts the RF (Radio Frequency) spectrum.  The types of RF are listed down the left hand side of the page and its place in the RF spectrum is listed next.

Type / Place in RF Spectrum

Audio – Extremely, Very Low, Low

AM Broadcast – Medium

Short-wave Radio – Medium to High

FM Broadcast – Very high

Television – Very High to Ulra High

Cellular (840Mhz) – Ultra High, 902 -928Mhz Cordless phones

 NPCS –Ultra High to Super High (1.9Ghz), 2.4 to 2.4835Ghz 802.11 B/G/N

Infra-Red Wireless LAN – Infra-Red, 5.725 to 5.850Ghz 802.11a  HiperLAN /2

Visible Light, Ultra-violet and X-ray light are at the end of the spectrum.

Diagram 4, Activity

Sort the problem according to which part of the network they can be associated with, IR, RF or Bluetooth.  The scenario’s are listed below:

1)  Zoe checks her e-mail at the airport. 
2)  Sheldon wears his earpiece so he can talk hands-free on his cell phone. 
3)  George and Cleo sit side by side at the park playing Internet chess on their PDA’s. 
4)  Suzanne’s CD player is upstairs in her bedroom. She wears her cordless listen to music 3 floors down in the basement. 
5)  Frederik buys 3 new wireless devices to attach to his desktop computer at home. 
6)  Dominic changes the channel on his TV with a remote. 
7) Helenâ’s new cordless phone uses the 5.8 GHz range. 
7.1.2 – Benefits and Limitations of Wireless Technology
2 Diagrams

Diagram 1, Image

The Diagram depicts four desktop computers communicating wirelessly with a Linksys WRT-300N Router AP.  The router AP is directly connected to the Internet cloud.  An information window contains the following information, 

Mobility - allows for easy connection of both stationary and mobile clients 
Scalability - can be easily expanded to allow more users to connect and to increase the coverage area 
Flexibility - provides anytime, anywhere connectivity. 
Cost Savings - Equipment costs continue to fall as the technology matures 
Reduce installation time - installation of a single piece of equipment can provide connectivity for a large number of people 
Reliability in harsh environments - easy to install in emergency and hostile environments 
Diagram 2, Image

The diagram depicts three people separately working on their desktop PCs.  They are wirelessly connected to the network through wireless network cards that are installed in their machines.  The Linksys WRT-300N Router AP acts as the centralized communication point for the three people transfer information and communicate with each other.  An information box with the below information is displayed when you roll over the diagram:

Interference - Wireless technology is susceptible to interference from other devices that produce electromagnetic energies. This includes: cordless phones, microwaves, televisions, and other wireless LAN implementations. 
Network and Data security - Wireless LAN technology is designed to provide access to the data being transmitted, not security of the data. Additionally, it can provide an unprotected entrance into the wired network. 
Technology - Wireless LAN technology continues to evolve. Wireless LAN technology does not currently provide the speed or reliability of wired LANs.
7.1.3 – Types of Wireless Networks and there Boundaries

3 Diagrams

Diagram 1, Image

The diagram depicts 3 circles encapsulated within each other, they are getting smaller as they progress toward the centre.  The first circle has the title WWAN or Wireless Wide Area Network.  The next circle encompasses the WLAN or Wireless Local Area Network.  The inner most circle encompasses the WPAN or Wireless Personal Area Network. This diagram illustrates the relative coverage of each network type.

Diagram 2, Table

The diagram depicts a table of the different types of wireless networks.  Listed for each of these networks is the Standard, Speed, Range and Application.

WPAN – Bluetooth v2.0+ EDR, <3Mbps, Short, Peer to Peer, device to device

WLAN – IEEE 802.11 a/b/g/n HiperLAN and HiperLAN/2, 1-540Mbps, Medium, Home, small business and enterprise networks

 WWAN – GSM, GPRS, CDMA, 10-384Kbps, Long, PDA, mobile phones and cellular access

Diagram 3, Activity

The diagram depicts an activity in which the student must classify whether the scenario is a WPAN, WLAN or WWAN.  The scenario’s are listed below:

1)  Charlene uses the IrDA port to connect her PDA to her laptop to upload files. 

2)  Natasha calls her friend Carlos on her cell phone. 

3)  Trishna uses her laptop computer at a wireless HotSpot to check her email. 

4)  Burt uses a wireless Bluetooth headset to listen to music from his MP3 player. 

5)  Jim connects to the wireless network at his school to do research on a new technology. 

6)  Ragu uses his cell phone to view a web page on the Internet. 
Module 7.2 - Wireless LANs

7.2.1 - Wireless LAN Standards

Two Diagrams

Diagram 1, Image

Wireless LAN Standards

The picture depicts WIFI, a Linksys WRT300N Router is connected to a PC via WIFI connection.

Diagram 2, Tabular

Wireless LAN Standards

Common IEEE WLAN Standards
Standard - 802.11
Release Date - July 1997
Frequency - 2.4 GH
Data Rate (Max) - 2 Mbps
Maximum Range* - undefined
Standard - 802.11a
Release Date - October 1999
Frequency - 5 GH
Data Rate (Max) - 54 Mbps
Maximum Range* - 50 m
Standard - 802.11b
Release Date - October 1999
Frequency - 2.4 GH
Data Rate (Max) - 11 Mbps
Maximum Range* - 100 m
Standard - 802.11g
Release Date - June 2003
Frequency - 2.4 GH
Maximum Range* - 100 m
Data Rate (Max) - 54 Mbps
Standard - **802.11n
Release Date - Draft Nov 2006, Release Jan 2007, Approval April 2007
Frequency - 2.4 GH
Data Rate (Max) - 540 Mbps
Maximum Range* - 250 m

*Maximum Range - This value can vary widely. ~ The 802.11n standard is still in draft and values may change.
7.2.2 Wireless LAN Components

Three Diagrams

Diagram 1, Image

Wireless LAN Components
The picture depicts different types of Wireless Network, including a Wireless Access Point Networks, and a Wireless Bridge Networks. There is also a brief description of the various components.

Wireless Access Point Network

The Wireless Access point network has a Linksys WRT300N router, which has 8 Clients connected to it via WIFI.

Wireless Bridge Network

The Wireless Bridge Network has two wireless Bridges connected to one another via WIFI. Each Bridge also has four clients attached, which are also connected via WIFI.

Wireless Client

Any host device that can participate in a wireless network. Most devices that can be connected to a traditional wired network can be connected to a WLAN if equipped with the proper wireless NIC and software.
Can either be stationary or mobile.
Commonly referred to as a STA, short for station.
Examples include: laptops, PDAs, printers, projectors and storage devices.
Access Point
Controls access between a wired and a wireless network.  I.E. allows wireless clients to gain access to a wired network and vice versa.
Acts as a media converter accepting the Ethernet frames from the wired network and converting them to 802.11 compliant frames before transmitting them on the WLAN.
Accepts 802.11 frames from the WLAN and converts them into Ethernet frames before placing them onto the wired network.
APs support wireless connections within a limited area, known as a cell or Basic Service Set (BSS)
Wireless Bridge
Used to connect two wired networks through a wireless link.
Allows long-range point-to-point connections between networks.
Using the unlicensed RF frequencies, networks 40 km (25 miles) or more apart can be connected without the use of wires.
Diagram 2, Image

Wireless LAN Components

The picture depicts the Omni Directional Antennas (Located at the top), and Wireless Activity Light (Located on front panel) on a Linksys WRT300N Router.

Diagram 3, Activity

Wireless LAN Components

Match the WLAN Components (Bridge, AP, Antenna, Client) to its functionality.

1. Allows long range wireless communication
2. Converts Ethernet Frame type to 802.11 format
3. Increases the strength of the wireless signal
4. A mobile device that can participate in the wireless LAN
5. Also known as a STA
6. Controls access by wireless clients into the wired LAN
7. Receives the wireless signal from a STA
7.2.3 - WLANs and the SSID

Four Diagrams

Diagram 1, Image

WLANs and the SSID

The picture depicts a circle (Wireless Cell), inside the circle are four Wireless Clients, and an Access Point.

Diagram 2, Image

WLANs and the SSID

The picture depicts two circles, Basic Service Set (BSS) & Independent Basic Service Set (IBBS), inside the circles are Wireless Clients. Circle one has one Access point, with four Wireless Clients connected via WIFI. Circle two has four wireless clients and no access point.

Diagram 3, Image

WLAN and the SSID

The picture depicts two interlocking circles (Wireless Cells). The first circle contains two laptops (STA), one server and an Access Point all connected via WIFI. The second circle contains three laptops (STA) and an access point all connected via WIFI. The two Access points from the fist and second circle are connected via LAN Backbone (Distribution System) link.

Diagram 4, Activity

WLAN and the SSID

Set the SSID on an AP using the GUI Interface.

7.2.4 - Wireless Channels

Three Diagrams

Diagram 1, Image

Wireless Channels

The picture depicts two interlocking circles (Wireless Cells) These circles mark the coverage of each cell. The first circle contains two laptops (STA) and an Access Point all connected via WIFI, and operating on channel 1. The second circle contains three laptops (STA) and an access point all connected via WIFI, and operating on channel 6. The two Access points from the fist and second circle are connected via LAN Backbone (Distribution System) link.

Diagram 2, Image

Wireless Channels

The picture depicts a circle, inside are 3 laptops (H1, H2, H3) and an access point all connected via WIFI. H1 needs to send information to H2, H1 sends an RTS to the access point, the access point sends out a CTS to all, H1 then sends the data to H2, H1 then sends an acknowledgement to the access point (release channel), the access point then sends a message to all stating that the channel is free again.

There are speech bubbles as follows:

H1 "I have information to send to H2. I must ask permission to talk on this channel".

AP 'No one else is using this channel, I will grant permission to H1 to use it'.

H1 "Transmission complete. I must release the channel so that someone else can use it".

Diagram 3, Activity

Wireless Channels

Configure the channels used by an AP using the GUI Interface.

7.2.5 - Configuring the Access Point

Three Diagrams

Diagram 1, Image

Configuring the Access Point

The picture depicts the GUI interface of a Linksys Wireless device. The Basic Settings, and Basic Wireless Settings tab is selected. The Network Mode drop down box has been opened, and the mixed option has been highlighted.

Diagram 2, Image

Configuring the Access Point

The picture depicts the GUI interface of a Linksys Wireless device. The Basic Settings, and Basic Wireless Settings tab is selected. The Network Mode, Network Name (SSID), Standard Channel, SSID Broadcast options have been highlighted.

Diagram 3, Activity

Configuring the Access Point

Configure basic wireless functionality on an AP using the GUI Interface.

7.2.6 - Configuring the Wireless Client

Four Diagrams

Diagram 1, Image

Configuring the Wireless Client

The picture depicts several devices which capable of accessing wireless networks. The devices include a laptop Computer, Desktop Computer, Mobile Phone and a PDA.

Diagram 2, Image

Configuring the Wireless Client

The picture depicts the GUI interface of a Linksys Wireless device. The Link Information tab has been selected, and the Wireless Network Status information is being displayed.

Diagram 3, Image

Configuring the Wireless Client

The picture depicts a Wireless Network. There is a Linksys WRT300N Router, which connects four Hosts (H1, H2, H3, H4) via WIFI to the Internet. H1 has an X through the Wireless connection to the WRT300N Router, the Router has a speech bubble, which says "Your configuration is not correct, access denied".

Diagram 4, Activity
Configuring the Wireless Client

Configure a Wireless Client to connect to the previously configured AP and verify connectivity.

7.3 – Security Consideration on a Wireless LAN

7.3.1 – Why People Attack WLANs

Three Diagrams

Diagram 1, Image

Houses with wireless networks, sinister looking people hanging around outside with laptops. 

War driving/walking/chalking
War-driving is the process of driving around an area searching for wireless LANs. Once discovered, the location of the WLAN is logged and shared. The goal of war-driving is to bring attention to the fact that most wireless networks are insecure and also to show the widespread acceptance and use of wireless LAN technology.

A similar process to war-driving is known as war-walking where the person walks around an area to discovery wireless access. Once access is discovered a chalk mark is placed in front of the location to indicate the status of the wireless connection. 
Diagram 2, Image

Image shows the setup screen for a Linksys wireless N broadband router. Under the wireless tab it shows that both the SSID and SSID broadcast are at their default values. 

Diagram 3, Image

A sinister looking character with a laptop is vexed because the wireless LAN he is trying to gain access to is not using the default SSID or password. Speech bubbles above the intruder say –

SSID = Default Password = Default 

They have not changed the default settings! I can access it.

SSID = Z1nflTm Password = str8#210

They changed the SSID and password, defaults will no longer work.

7.3.2 – Limiting Access to a WLAN

Single Diagram

Diagram 1, Image

The image shows a WLAN setup where the wireless routers Mac address filter list is enabled. Only the Mac addresses of host machines allowed on the network are listed. Any machines who’s Mac addresses do not appear on the list cannot gain access even if they have the password. 

7.3.3 – Authentication on a WLAN

Three Diagrams

Diagram 1, Image

Open Authentication
A laptop attempts to connect to a wireless router “Hi I know your name can I connect?” the wireless router replies “Sure…access granted”
Diagram 2, Image

Pre-shared Keys (PSK)
A woman at a workstation connects to a wireless router “Hi, I’d like to connect”. The router replies “you can connect but only if you know the secure key”. 

Extensible Authentication Protocol (EAP)
A women at a workstation attempts to connect to a wireless router (router A) “Hi I’m user: XYZ password: cisco and I’d like to connect”. The wireless router “I’ll forward your request”. The radius server gets the request replies “User: XYZ password: cisco connect to Router A is verified”. 

Diagram 3, Animation

Host attempting to connect to a modem. The steps involve are:

Host: Attempt to connect “hi I would like to authenticate”

Modem: Challenge (request for key) “only if you know the secret key”

Host: Response to challenge “I sent you the sting encrypted with the secret key”

Modem: Authentication “I got the string you are authenticated”uest for key)odem. The steps involve are:

router (router A) "is enabled. only gain access to is not using the def
Host: Attempts to authenticate “Great. Here is my Mac address so you can associate with me”

Modem: Check Mac filter and associate “Hi I have checked my file list. The Mac address if verified you can connect”

7.3.4 – Encryption on WLAN

Two Diagrams

Diagram 1, Animation

Shows a wireless router wirelessly connecting to a laptop. The wireless router sends an encrypted key that only the laptop can decrypt. Both devices have the same key.

Diagram 2, Animation

A sinister character with a laptop with wireless sniffer running WEP cracking tool picks up packets from a WEP encrypted network and uses the cracking tool to decode the encryption to then gain access to the network.

7.3.5 – Traffic Filtering on a WLAN

Two Diagrams

Diagram 1, Image

Image shows the setup screen for a Linksys wireless N broadband router. Under the wireless tab, wireless MAC filter tab shows the MAC filter list and its associated settings. 

Diagram 2, Activity

Lab Activity: Configuring Wireless Security
Configure security on an AP using the GUI interface. Configure the client to connect to the secured AP. 

Module 7.4 - Configuring an Integrated AP and Wireless Client
7.4.1 - Planning the WLAN

Three Diagrams

Diagram 1, Image

Planning the WLAN

The picture depicts a Wireless/Wired Network. A Linksys WRT300N Router connects 8 hosts, four hosts are connected via WIFI, 4 hosts are cabled into the Router.

Diagram 2, Image

Planning the WLAN

The picture depicts four people working on a network plan for a building.

Diagram 3, Image

Planning the WLAN

The picture identifies the floor plan of an office. There are four separate rooms each with people using computers, and a person not in an office using a laptop.

7.4.2 - Installing and Securing the AP

One Diagram

Diagram 1, Tabular

Installing and Securing the AP

The picture depicts a Linksys WRT300N Router with a checklist of things that require completing when installing and securing the AP.

The checklist includes:

Modify Default Values

Disable Broadcast SSID

Authentication

Traffic Filtering

MAC Address Filtering

Encryption

7.4.3 - Backing-up and Restoring Configuration Files

Two Diagrams

Diagram 1, Image

Backing-up and Restoring Configuration Files

The picture depicts the GUI interface of a Linksys Wireless Device.

Diagram 2, Activity

Backing-up and Restoring Configuration Files

Backup and Restore the Configuration using the Linksys GUI.

7.4.4 - Updating the Firmware

Three Diagrams

Diagram 1, Image

Updating the Firmware

The picture depicts the GUI of a a Linksys Wireless device. The Administration and Firmware Upgrade tab has been selected.

Diagram 2, Activity

Updating the Firmware

Update the Access Point with a new version of the Firmware

7.5 – Chapter Summary

7.5.1 – Summary

1 Diagram

The diagram depicts the electromagnetic spectrum and its breakdown in terms of the type of wavelengths and there colour’s in the light spectrum.  These will be listed below:

Gamma Rays: 10 to the minus 14 to 10 to the minus 12 metres

Colour: Violet - Indigo - Blue

Wavelength: 400nm-450nm(approx)
X-rays: 10 to the minus 12 to 10 to the minus 10 metres

Colour: Blue - Green

Wavelength: 450nm-520nm(approx)

Ultra-Violet Rays: 10 to the minus 10 to 10 to the minus 8 metres

Colour:  Green - Yellow

Wavelength: 520nm-580nm(approx)
Infra-red Rays: 10 to the minus 6 to 10 to the minus 4 metres

Colour: Yellow - Orange

Wavelength:  580nm-620nm(approx)

Radar:  10 to the minus 4 to 10 to the minus 2 metres
Colour Orange

Wavelength:  620mn-680nm(approx)

TV and FM Radio:  1 metre

Colour:  Orange – Red

Wavelength: 680nm-720nm(approx)

Shortwave:  10 to power of 2 metres

Colour:  Red

Wavelength:  720nm – 760nm(approx)

AM Radio:  10 to the power of 4 metres

Colour:  Deep Red

Wavelength:  760nm + (approx)

Diagram 2, Image

The diagram depicts two wireless cells with a LAN backbone (Distribution System) intersecting both cells.  Connected to the backbone in both cells is an Access Point (AP) and 3 computers each with a wireless network card.

Diagram 3, Image

The diagram depicts a Linksys WRT-300N Router AP with the following boxes labeled with the services the AP provides, these are:

· Encryption 

· - MAC address filtering

· Disable SSID broadcast

· Authentication

· Traffic Filtering
Diagram 4, Image 

The diagram depicts people sitting at a table communicating and about plans on the table in front of them.  The image is indicating that careful planning and thought should be given when implementing a new network and all parties should contribute to the physical and logical inception of the network.

