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What exactly is hacking?

The term hacking is quite old – it dates way back to the days of the mainframe when we used to ‘hack’ into the main computer when it crashed. We had to hack in, find the problem, fix it, and reactivate the system. We all know that computers are unpredictable and vulnerable – there are many unknowns. In addition the Internet is very insecure and there are many hacking tools freely available on the Net.

So what tools do hackers use?

They use both technical tools and social skills. The best way to get sensitive information is to woo someone and build up a relationship of trust in any number of ways, and gather information which could help log in to someone’s network or get interesting information.

Social Engineering

Social engineering is the process of masquerading as a legitimate employee or user of a network to gain information useful for hacking activities. The Help Desk is a good place to start. Let me give you an example – Oh hello, is that the Help Desk? Oh Thank Goodness! My name is Merrilly and I am the Administration Manager’s secretary.  My boss is insisting that I have a really important report done by 2pm this afternoon and I can’t remember my password. I would really really appreciate it if you could help me. This report is crucial for the bosses meeting and …. Whine whine etc.

Kevin Mitnick used social engineering extensively to gather information he then used to break into networks.

Other tools used by hackers include –

Password crackers such as John the Ripper, Crack, L0phtcrack, Cain & Able, 
Password crackers can take the form of brute force software which starts with a aa aaa and works through all combinations of characters until the password is cracked.  The second type of password cracker uses a dictionary of words and attempts to match the words in the dictionary with the password.  These tools are very quick to break the passwords.

Network mapping tools, Rain Forest Puppy, Dsniff, NMap
Packet sniffers – Ethereal, TCPDump, Windump, Hunt, Packetboy, sniffer, Sniffem, 
Packet sniffers capture packets of data and write these to a separate file – this can then be analysed or searched for specific content, the most common info gathered is logins and passwords.
Network traffic analysis tools – such as Traceroute, Ettercap, Firewalk, NTop, THC Parasite, Fragroute, 0trace,  can tell us the route traffic takes on a network, and this gives the hacker information about the IP addresses of the routers and other servers in public access space on the Internet and corporate networks. Some of these tools can reconfigure routers as well.
Vulnerability Analysis tools such as Nessus, Saint, Satan, Retina, Sara, Solarwinds, will scan your network and present a report of the known vulnerabilities that have not been patched.

Rootkits – a collection of the above tools designed specifically for a given environment such as Linux, Windows NT, or the like. DemonKit, RootKit, Magic
Garbology – sifting through rubbish for interesting pieces of information.
Port scanners-  Superscan, Fport, Portflash, Advanced port scanner
Remote administration tool, remote Anything, remote administrator
Spying tools, Spy Anywhere, Back Orifice
Wireless tools – N-Stealth, Air snort, Netstumbler, 

Steganography – Invisible secrets, EzStego, Invisible encryption, Mandelsteg,
Denial of Service attacks – ICMP, Ping, 

Default accounts – Google and you will find lists galore of default accounts for O/S, network management, devices, DBMS. These are easy ways to gain access into systems.
No boundaries

In today’s networked environment there are no boundaries.
Different countries have different laws, but generally most countries will assist with investigations of hacking, if they have the power to do so.

What motivates hackers?

Disgruntled employees, people trying to prove their skills, money, power, get important information for survival in business, wipe out your competitors.
Growing amount of cyberwarfare using hacking tools and also Industrial Espionage to keep the competitive edge on rivals.
Profiles of hackers and computer criminals

1987 Watson

· IQ 115 - 145+

· Low self esteem

· Poor communications skills

· Strong desire to succeed or project an image of success

· Poor financial management skills

· Popular with peers, superiors and subordinates
Rogers, 1999

· White

· Middle-class

· Obsessive anti-social

· Males

· Aged 12-28

· Inferiority complex

· History of physical and sexual abuse
Post & Ruby 1998 – attacking critical infrastructure

· Explorers – motivated by curiosity

· Good samaritans – motivated by “save the day”

· Hackers – bolster self-esteem

· Machiavellians – motivated by personal gain

· Exceptions – they are special

· Avengers – motivated by perceived wrongs

· Career thieves – motivated by profit

· Moles – motivated by profit via espionage
FBI

Matrix of 3 categories and 4 types of organization mode.

Computer Offenders fall into one of three categories -

· Crackers

· Criminals

· Vandals
These show different characteristics in -

· Organisation

· Operation 

· Behaviour

· Resources

However, putting perpetrators in boxes in the matrix does not always result in identifying and prosecuting the criminals!
